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Abstract—Context-based pairing solutions increase the usabil-
ity of IoT device pairing by eliminating any human involvement
in the pairing process. This is possible by utilizing on-board
sensors (with same sensing modalities) to capture a common
physical context (e.g., ambient sound via each device’s micro-
phone). However, in a smart home scenario, it is impractical to
assume that all devices will share a common sensing modality.
For example, a motion detector is only equipped with an
infrared sensor while Amazon Echo only has microphones. In
this paper, we develop a new context-based pairing mechanism
called Perceptio that uses time as the common factor across
differing sensor types. By focusing on the event timing, rather
than the specific event sensor data, Perceptio creates event
fingerprints that can be matched across a variety of IoT
devices. We propose Perceptio based on the idea that devices
co-located within a physically secure boundary (e.g., single
family house) can observe more events in common over time,
as opposed to devices outside. Devices make use of the observed
contextual information to provide entropy for Perceptio’s pairing
protocol. We design and implement Perceptio, and evaluate its
effectiveness as an autonomous secure pairing solution. Our
implementation demonstrates the ability to sufficiently distin-
guish between legitimate devices (placed within the boundary)
and attacker devices (placed outside) by imposing a threshold
on fingerprint similarity. Perceptio demonstrates an average
fingerprint similarity of 94.9% between legitimate devices while
even a hypothetical impossibly well-performing attacker yields
only 68.9% between itself and a valid device.

I. INTRODUCTION

While Internet-of-Things (IoT) devices provide significant
value to smart home operations, the data they create often
contains privacy-sensitive information about user activities
within the home [74], [49], [31], [52], [33]. Securing the
wireless communication among IoT devices is thus a critical
capability for any home IoT deployment. In particular, newly
deployed IoT devices must be able to securely pair with exist-
ing devices through cryptographic key establishment in a way
that protects against man-in-the-middle (MitM) and protocol
manipulation attacks [38], [29], [6], [48], [25], [71], [43].
Such protections unfortunately require users to be involved
in the protocol (e.g., to type in a password), and such human-
in-the-loop solutions are not feasible for many IoT systems.
The first reason is that the number of 10T devices in a home
is projected to increase from around ten to several hundred
within the next decade [15], [53], increasing the complexity
and burden to the homeowner. Second, most emerging IoT
devices do not have a user interface, so direct password
entry or management is challenging or impossible [40].

While it is possible to equip IoT devices with pre-loaded
keys, user interfaces, or dedicated pairing hardware (e.g.,
NFC), such approaches would overburden manufacturers,
limit interoperability, and slow IoT innovation.

Efforts to reduce or remove human involvement from
the secure pairing process has brought the emergence of
context-based pairing. This allows devices to rely on on-
board sensors to extract entropy from the surrounding en-
vironment, using the principle that co-present devices will
observe similar events. The common sensor measurements
can be translated to common randomness, forming the basis
of a symmetric key agreement protocol [51], [32], [65].
Intuitively, the unpredictability of the activities in the envi-
ronment provides the entropy source and eliminates the need
for a human participant.

While promising first steps have been taken toward devel-
oping usable and secure 10T device pairing, existing solutions
rely on a common, properly calibrated sensing capability
across all devices (e.g., a microphone or light sensor on each
device). However, in reality, a wide diversity of hardware
capabilities will be present in a smart home, so a usable
pairing protocol must consider this device heterogeneity. We
are particularly inspired by emerging IoT products that have
a small number of embedded sensors (often only one) to opti-
mize cost, power consumption, and form factor (e.g., motion
detector with a single infrared sensor [11] or peel-and-stick
sensors [60]). One of the major challenges in this hetero-
geneous device landscape is that the sensor measurements
from different IoT devices will not be directly comparable.
Aside from different sensing modalities, manufacturers may
use different chipsets or calibration methods, so even sensors
of the same type may measure an event in a different way.
Heterogeneous sensor-based pairing protocols must therefore
rely on a suitable invariant property that can be measured by
devices with a wide variety of configurations.

Toward such goals, we need to gain a stronger un-
derstanding of the contextual content of sensory data as
observed from different IoT devices. To do this, we can
gain some insight from analogous human behavior through
the following scenario. Suppose that one person with a
hearing impairment and another with a visual impairment
are both in a room. When the door to the room closes, both
people can observe the event at the same time, but using
different senses; the hearing impaired person can see the
door closing, while the visually impaired person can hear



Fig. 1: We demonstrate how different types of sensors dr@y. 2: A physical boundary (house) provides a perceptual
capable of measuring aspects of the same events. separation between user's devices inside vs. other devices
outside, enablingontext-basedairing via observations of
random events within the house.
the door closing. Because of the timing, both people could
share their observations and determine they had witnessed
the same event. This analogy can be further extendedeiamination of numerical signal features introduces a high
include events that humans perceive in multiple ways. Fdegree of tolerance that addresses (1) differing hardware
example, we perceive rainfall through hearing, feeling, arat sensor calibration methods, (2) signal attenuation due
seeing raindrops [8]. By applying this analogy to the loTo variations in proximity between sensors and events, and
device space, we can similarly leverage timing informatio{8) measurements from different sensor types. In addition,
as an invariant property among heterogeneous devices. ive use of time intervals eliminates the need for tight time
thus develop our approach using a principle we refer to agnchronization across devices. Moreover, the devices do not
“numerically different yet contextually similabbservation need to recognize the events themselves to measure timing,
of events, exploiting commonly observed timing informatiorbut simply (as discussed later) group events by clusters using
In the IoT device regime, we provide a more detailed exampleasupervised learning.
to demonstrate the ability for disparate sensing devices toAnother key insight contributing to our approach is the
measure common events. In this scenario, Bob knocks ioiea that 10T devices deployed in a common environment
his roommate Dan's door to invite him for coffee in theare intended to collaborate as part of the same smart home
living room. Dan opens his bedroom door and walks intsystem. Hence, there is an implicit human-driven intent for
the living room, and Bob then makes two cups of coffe¢ghe devices to pair with each other as long as they can
After enjoying their coffee together, Dan goes back into higetermine that they are deployed in the same environment. In
bedroom and closes the door. Suppose now that Bob and Dia@ context of a single-family home, comprising the majority
have deployed loT devices withgeophoneandmicrophone of housing units in the U.S [46], the building structure and
and that the coffee machine is connected fpoaer meter composition provide a barrier for many types of activities
In this case, the corresponding sensor readings from théiset would be observed by sensors, including but not limited
devices capture the events, as depicted in Figure 1. Tieevibration, sound, light, or electrical load. Through the
different types of sensors are capable of perceiving soroembination of this physical sensing barrier and the typical
events in common. In particular, the geophone and the nphysical security of a single-family home, teecure pairing
crophone both capture the knocks and door opening/closipblem reduces to verifyingo-presencevithin the home.
events, while the microphone and power meter both captureOur approach to verifying device co-presence leverages the
the activity of the coffee machine. fact that devices deployed in the same room of a house will
In a more general scenario, sensing devices can detpetceive most of the same events over time, while devices
relevant events, group them by event type (e.g., using wutside the home will observe different (or signi cantly
supervised clustering), measure the time interval betweattenuated) events. Random events induced by user activities
subsequent occurrence of each event type, and map the t{eg., walking, making coffee) within the home thus provide
interval measurements to a collection ofjerprints. These the necessary entropy to enable co-presence verication.
ngerprints can then be incorporated into a veri cation algoBecause our approach is based sensory perceptiorof
rithm to prove co-presence and contribute to the generatiements in the surrounding environment, we name our au-
of a shared symmetric key. Different ngerprints can béonomous device pairing techniquerceptio In Figure 2,
incorporated to veri cation with other devices, depending owe illustrate the high-level ideas Btrceptio where multiple
the sensing capabilities of each device. devices within the home observe physical events that cannot
While our use of inter-event timing removes some usefble clearly observed by the outside attacker.Building on this
signal content, this comes in trade for support of many criticelea, Perceptioenables 10T devices to effectivelggerprint
aspects of practical ngerprint veri cation that may not beheir surroundings with no human involvement, achieving
possible using more descriptive signals. Most importantljnaximum usabilityPerceptiouses these ngerprints for sym-



