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Class #12

« What is mobile malware?
« What makes malware different in mobile?

e Several mobile malware examples
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Malware Growth

30k Unique Malware Instances Detected o EXp lOSive g rOWth i n mObi le
malware

26k

24k

— Ubiquity of smartphones

- — Growing attacker incentives
- « Unique opportunities
I — Revenue opportunities

— Sensitive personal data
£ I e Malware growth

e L1 bt — Exponential growth in
Depositmobi [l Other malware RuFraud [l Legacy/Legacy Native [l Fakelnst unique Samples
Source: Lookout State of Mobile Security 2012 Slookout - Skewed tOwa rdS relatlve ly

https://www.lookout.com/resources/reports/state-of-mobile-security-2012

few malware families
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What is malware?

o Software with malicious intent

« Common malicious activities [Felt 2011]

Collecting user information; Theft of credentials
Sending premium-rate SMS/calls (Toll Fraud)
Sending spam emails

Remote Access Trojans

SEO fraud (click-jacking, ad-jacking)
Ransomware

“drive bys” (sort of)

e Auxiliary features
— Spreading to other smartphones

Evading detection

— Command-and-control
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Android Permissions

e Label for mediating access to controlled resource

e More than 100 built-in permissions

— Control sensitive phone resources

— CALL_PHONE, CAMERA, INTERNET, WRITE_SMS,
READ_INPUT_STATE, etc.

— Package signing used to control some permissions

e Mandatory Access Control
— Permissions declared and requested at install-time
— Users must grant or deny all requested permissions
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Dangerous Permlssmn Combos

« SMS when not needed

Advanced Battery FREE

— Toll fraud -

°® QEAD_LOGS SU pe rsedes many ]Ictllilz‘?ﬁﬁéi:cation has access to the
DermlSSlOnS A Your location

fine (GPS) location

o INTERNET and READ_CONTACTS 4 teswork communicatior

create Bluetooth connections, full
Internet access

e INTERNET and INSTALL_PACKAGES & naraware controis

take pictures
o INTERNET anc ATt
ALMO ST_EVE RYTH I N G A g%:tto?)matj?nci,rlw?stration, change Wi-Fi

state, modify global system settings,

» Unfortunately many free apps el
req U'i re n etwo rk SO ad S can be settings, write sync settings

ret ri eved OK Cancel
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Source: Lookout State of Mobile Security 2012 I O l l F ra u d

https://www.lookout.com/resources/reports/state-of-mobile-security-2012

or Inadwvertently
dawnloads
malicious app

TOLL FRAUD
S5MS5 MESSAGES

sends
premium SMS withowt
the 5 knowledge
and
g& IS sent 1o 1
to confirm the order *

THE PLAYERS

T @rg yoaar averyday

emartphone wser. " depending

run the on country

bWk and el you Bills.

Aggregatars ane “mikddiemen™
for promium $MS tranisciond,
wied malniain the fechnical and
service el raquirements of
aaih wirelass mebwork.

Malwase ks software that pariorms blocks
mial ki actions vwivon irstalbed. massage and

confirms charge

Mialvwiis willddd brd paspla who
craala mabwarg,
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Ad Jacki
Source: Lookout State of Mobile Security 2012 ac ] n g

https://www.lookout.com/resources/reports/state-of-mobile-security-2012 @

puts app in the store

HOW

reapackages the app
weith thair own ad network id

s unaware and downloads
the repackaged app and clicks
on ads It displays

DAFME PR aRLE Tor
tha ad clicks, Instead of the

THE PLAYERS
Limgrs prg your averyd oy emartphone uter,
Ad jackars are people who fried the dyitem.

Lagitimald spp developird e the wietilmd,
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Application Repackaging

~\
Official ‘Q < 3) Republish
Market Application

A 1b) “Direct”
— Download > :
Alternative
S Market
1a)Typical

Dovy:’

1a) Extract
Mobile
application

2) Add Malware
& Repackage
Application
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App Rating Manipulation

HOW

downloads malware

MALWARE GAMES
THE APP ECOSYSTEM

WORK

starts to download
ar rate certain apps from
the infectod davice

Ratings boost the stats of those apps,
artificially inflating thelr popularity

. successiully gama the system
THE PLAYERS

Lsars are your svaryday

smariphong user.

Malvweare Is saltears Ehat perfonms
mabichous actions when installed.

Shady app promolors use
malware to inflate thelr app's stats.

Source: Lookout State of Mobile Security 2012
https://www.lookout.com/resources/reports/state-of-mobile-security-2012
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Malware stribution Networks

<G
FOR DISTRIBUTION ,

Bl kR ey By
THE PLAYERS e ﬁ L aelbireg 16 dawriaad
. = o iretall conbank

g FORE ey
TR PIER R,

Mabward i sofbeware Thal perfcma
maabiclous. s Born when Ineballed

MU Prrliid T IDEFE & & DibDnDdE WD
Sraaba makware.

AL b Mrtwecarks oot 3 deva lopee s
SPPRCATHRE B0 SRR, dPlve downlaads,
afd Qéarad il fiyvn L

fy Peenarien dip B same Bagfl theosagh
& ByFIHT ANEL 1l DR omeobad 8 LRt e Snad dis ori b be
Tidd | Brdsd Frud ivwdire,

BRI AR B el SRS REE Source: Lookout State of Mobile Security 2012
mars in inatall the coniems. | | https://www.lookout.com/resources/reports/state-of-mobile-security-2012
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Smartphone Software Lifecycle

Upstream Projects
(WebKit, SDK, kernel, ...) ) \
Eclair Release Eclair Experimental Legend
Deeremnnens 133 I
Manufacturer User
Carrier

17
\ > 1 year- .
NEE!J[ time a

user can get a
\ new phone
. §
v v /
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Big Problem: Updates

Generic Computing Android
Vulnerability Component Patch| Usdanfpdieser Releases  User Applies
Discovered Available Patch Patch Patch
A—>B ———>(C >Dp—>E >F —> G
Vulnerability Google Releases Carrier Releases
Disclosed Patch Patch
> >
Exploit Window
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App Distribution

o Android: Android Market

— Official Google Play market, and several third-party
markets

— Bouncer: Google app scanner for known malware,
potentially malicious behavior

e Apple iOS: iTunes App Store
— Only official iTunes app store
— Review process: List of guidelines on apps

e Can automated/manual review catch malware?
— Cat-and-mouse game typical in malware arms race
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Unlike Classical Malware...

e Most mobile malware is delivered from an app
marketplace

— By default phones don't allow sources other than the

official
— Apps can be set to start automatically after boot, upon
SMS arri ' ' ally a lot
of d Massive Security Vulnerability In
HTC Android Devices (EVO 3D, 4G,
e Your § Thunderbolt, Others) Exposes Phone
— As H Numbers, GPS, SMS, Emails ated port

Addresses, Much More
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Malware in Different Markets?

A « Official market
Q Offic
— REALLY low
C—. — Like a small fraction of a percent

e Alternative markets
— All over the place
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Malware in Different Markets!

Findings from market study

— Plot shows malware as a function of total applications
— Malware in alternative markets is a significant problem
— Official market contams 119 malware or 0. 003% of sample
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Malicious Updates

e Security software on contemporary mobile devices does not
receive elevated system access

— unlike such software on typical PC
— Limits accessibility to questionable software

o Application updates may download and install automatically
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Bad apps

e Spoofed
— Netflix

e Repackaged / grafted
— MonkeyJump

e Spyware
— Stealth

e Greyware
— Almost everything else

e Rooting
— Is ok, but some apps do it when you don't know
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Example: Zitmo
F TrUSECCET suing trvst e

Dear Customer!

Trusteer is glad to announce the new mobile app which protects your phone while working with online
banking, receiving and sending SMS and making calls.

Over 22 millions customers, banks and financial instututions use our programm software to make
payments, transfers and other operations securely. If you're working with our software, your security is
protected by professionals.

Please chose your phone's operating system:
i0S (iPhone)

BlackBerry
Android

DRSS

Please download
“tr.apk”

Symbian (Nokia)
Other

SIS

Continue |

Carnegie Mellon University ©2015 Patrick Tague
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Example: App Spoofing

e Netflix only
supports certain
devices

e But “Netflix” is
available for
every device!!
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[
()
Example: Repackaging
android.permission.INTERNET
TnNimMmai android.permission.ACCESS _COARSE_LOCATION

o Geinimi aRGraIld REFTRIRSICRENST ERDRE STATE
andrsitt peermisshionBRATESS_COARSE_LOCATION

e MonkeyJump  sndveidipetinisxiver. READISAHIONETSTABEORTCUT
ARArQIHPSETEHINOACYRSR ATIHE_LOCATION
android.permission.CALL_PHONE
android.permission. MOUNT_UNMOUNT_FILESYSTEMS
android.permission.READ_CONTACTS
android.permission.READ_SMS
android.permission.SEND_SMS
android.permission.SET_WALLPAPER
android.permission.WRITE_CONTACTS
android.permission. WRITE_EXTERNAL_STORAGE
com.android.browser.permission.READ_HISTORY_BOOKMARKS
com.android.browser.permission.WRITE_HISTORY_BOOKMARKS
android.permission.ACCESS_GPS
android.permission.ACCESS_LOCATION
android.permission.RESTART_PACKAGES
android.permission.RECEIVE_SMS
android.permission.WRITE_SM

<intent-filter android:priority="65535">
<action android:name="android.provider.Telephony.SMS_RECEIVED">
</action>
</intent-filter>
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Example: Repackaging (2)

e DroidDream

Fake Android Market Security tool
 Falling Down delivers more than just a cure for Droid
* Super Guitar Solo Dream malware

¥ Super History Eraser
* Photo Editor

¥ Super Ringtone Maker Your location

¥ Super ™ Positions Android Market oarse (network-based
Security Tool GP3) locatio

Google Inc.

MNetwork communication

¥ Hot **y Videos

* Chess

* F AL EER Falldown
* Hilton *** Sound

¥ Screaming 'y Japanese Girls ‘ e SI
* Falling Ball Dooge Phone calls
* Scientific Calculator EE
* Dice Roller ,
" QLR AT Services that cost you
* Advanced Currency Converter money
* App Uninstaller R '
¥ LA ARATL PewPew System tools
* Funny Paint e oM SELEIE.
¥ Spider Man

* ek %

Sto

* % % * % (7,822) nodify

rage
read phone state and ldentin
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Example: NotCompatible

Infection

Post-Infection

N

1) Attacker infects
websites

Carnegie Mellon University

loe’s Lawncare

2|Wictim opens
webpage in maohbile
browser

T~

R

3) Browser is re-directed to
download mahwvare posing as a
security update

léﬂlu 312 AM

Do ypew want 1o install this
application?

Allow this applicatian ko

1Victim unlocks or
rebu-_:ﬂs the device, attacker, reporting
starting the malware connection type

in the background (WIFI, cellular)

Z)Device connectsto

3) Attacker connects
to other hosts
through the victim

Public service

“Internal” server
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Example: SimpleTemai

 Likely aimed at mobile application promotion
systems (click fraud)

— Download mobile apps from alternative markets
— Rate the downloaded application
— Uninstall the downloaded application

e Could consume significant bandwidth

o Grafted into legitimate mobile apps

— Mostly games
— Resistant to some automated detection techniques
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Example: BankMirage

e BankMirage is a cloned banking app that was found
in the Google Play store

— Targets customers of Mizrahi Bank in Israel by putting a
wrapper around the legitimate app

« Steals users' IDs (basically phishing)
— Strangely, doesn't steal their passwords

— A comment in the malware code explicitly stated the
password wasn't to be recorded...

— App then gives login error and reinstalls legit app

Carnegie Mellon University ©2015 Patrick Tague 26



Example: ScarePakage

e ScarePakage is ransomware that locks phone
functionality until the user makes a MoneyPak

payment

FBI CRIMINAL INVESTIGATION

TextView

US
PROHIBITED CONTENT

This device is locked due to the violation of the federal
laws of the United States of America

Source: Lookout Top Threats
https://www.lookout.com/resources/top-threats/scarepakage
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To unlock your device and to avoid other legal
consequences, you are obligated to pay a release fee

of $500. Payable through GreenDot MoneyPak (you
have to purchase MoneyPak card. load it with $500
and enter the code).

MoneyPak voucher code

1 2 3

4 5 6

7 8 9
Clear 0

Unlock Device Now

27



Example: BadNews

e BadNews is a malicious SDK that pretends to be an
innocent ad network

— Sends fake news messages, prompts users to install apps
with sensitive permissions, sends info back to C&C server

— Found distributing known AlphaSMS toll-fraud malware

e Evolution of malware using distribution networks, so
the apps appear benign
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Summary

e Mobile device features make mobile malware
significantly different from the PC era

e Most likely, there's a lot of mobile malware out
there that we haven't discovered/detected yet

— |Is there a better approach than to continue the cat-and-

mouse game of malware detection and evolution?
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Nov 3:
NO CLASS

Nov 5:
Mobile Ad Vulnerabilities
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