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Malware are more creative: XcodeGhost

• More than 300 a
pps are infected, 
including wechat 
and netease

• Collect device ID
, Apple ID and p
assword

10/3/15 2CMU Mobile Security 2015



Even more attacks on Android

• Package Repacking
• Abuse of Telephony Services
• Root Exploitation
• Sensitive Information Exposure
• Update attack
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WHY ARE THESE ATTACKS POSSIBLE
?
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Android security framework

• Linux process sandbox 

• Permission based control for accessing i

nformation

• Applications need to be signed

• APP scanning-Bouncer 
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Linux process sandbox

• Applications collude 
with each other to ste
al information

• Application exploit bu
gs to get root access t
o the device
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Permission

• Too coarse-grained
• Users ignore or misunderstand the permission

s
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App signature

• Applications are self-signed; no CA required

• Signature define persistence
Detect if the application has changed 
Application update

• Signatures define authorship
Establish trust between applications 
Run in same Linux ID

• Vulnerabilities
  Repackaged Apps
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Bouncer

• Attackers can bypass the Google servers 
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HOW CAN WE ANALYSIS THESE ATT
ACKS?
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Tools summary

• Static analysis tools

• Dynamic analysis tools
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STATIC ANALYSIS TOOLS
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Smali/baksmali

• http://code.google.com/p/smali/
• smali/baksmali is an assembler/disassembler f

or the dex format used by Dalvik, Android’s Jav
a VM implementation.

• The syntax is loosely based on Jasmin’s/dedex
er’s syntax, and supports the full functionality 
of the dex format(annotations, debug info, lin
e info, etc)s

https://code.google.com/p/smali/


Dex2jar

• http://code.google.com/p/dex2jar
• It can convert Android’s .dex format to Java’s .

class format, just one binary format to another 
binary format, not to source.

https://code.google.com/p/dex2jar
https://code.google.com/p/dex2jar


Jd-gui



Apktool

• http://code.google.com/p/android-apktool/
• Features:
– Decoding resources to nearly original form and re

building them
– Smali debugging
– Helping with some repetitive tasks

https://code.google.com/p/android-apktool/
https://code.google.com/p/android-apktool/


Androguard

• http://code.google.com/p/androguard/
• Features:
– Access to the static analysis of your code (basic blo

cks, instructions, permissions.)
– Malware datebase
– Diffing of android applications
– Visualize your application into gephi (gexf format),

 cytoscape (xgmml format), or PNG/DOT output,

https://code.google.com/p/androguard/
https://code.google.com/p/androguard/


APKInspector  Overview
• Integrate the previous static analysis tools and provides grap

hic features which bring convenience to the malware analysi
s



APKInspector  Features

• Features:
 CFG  
 Call Graph
 Static Instrumentation
 Permission Analysis
  Dalvik codes
 Smali codes
 Java codes 
 APK Information
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APKInspector  Compoments

• Permission Analysis • Static Analysis
 Flexible to different 
    Versions of Android
 Smali/backsmali
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Usage of APKInspector
• Installation with Shell Script
• Analysis of APK



Usage of APKInspector
• Filter of Malicious behavior by permission an

alysis



Usage of APKInspector
• Smali code
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Usage of APKInspector

• Static Code Instrumentation



Usage of APKInspector
• Dalvik Bytecode



Usage of APKInspector
• Control Flow Graph



Usage of APKInspector
• Java
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Usage of APKInspector

• Navigation
Back & Forward
Current Method displayed
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• Call Graph

Usage of APKInspector



DYNAMIC ANALYSIS TOOLS
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Tcpdump

• When writing Android applications that heavil
y rely on networking it can sometimes be usef
ul to inspect the network traffic going out and 
coming into your device. Especially when writi
ng applications that implement networking pr
otocols (like ftp, smtp, ssh, xmpp,..) the ability 
to inspect packets at TCP-level is invaluable. 



Tcpdump

• 1  ./adb push /home/……/tcpdump-arm /data/local/

• 2   tcpdump-arm -s 0 -w out.txt

• 3   ./adb pull /data/local/out.txt /home/……/out.txt

• 4   wireshark

ROOT!!!
It also can be used in the emulator, but need the root privilege.



Tcpdump



DroidBox

• http://honeynet.org/gsoc/slot5
• http://code.google.com/p/droidbox/
• Hashes for the analyzed package
• Incoming/outgoing network data
• File read and write operations
• Started services and loaded classes through DexClassLoader
• Information leaks via the network, file and SMS
• Circumvented permissions
• Cryptography operations performed using Android API
• Listing broadcast receivers
• Sent SMS and phone calls

https://honeynet.org/gsoc/slot5
https://honeynet.org/gsoc/slot5
https://code.google.com/p/droidbox/


DroidBox

• Geinimi



TaintDroid

• http://appanalysis.org/

https://appanalysis.org/
https://appanalysis.org/


TaintDroid

• Limitations:
– It can only identify that privacy sensitive informati

on has left the phone, and not if the event is a priv
acy violation.

– It can only tracks explicit flows. Therefore, a malici
ous developer can use implicit flows within an app
lication to “scrub” taint markings from variables.



Thanks!
Questions?


