Android Analysis Tools



Malware are more creative: XcodeGhost

* More than 300 a
pps are infected,
including wechat
and netease

* Collect device ID
, Apple ID and p
assword
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Even more attacks on Android

* Package Repacking

* Abuse of Telephony Services

* Root Exploitation

* Sensitive Information Exposure
* Update attack



WHY ARE THESE ATTACKS POSSIBLE
?



Android security framework

* Linux process sandbox

* Permission based control for accessing i

nformation
* Applications need to be signed

* APP scanning-Bouncer



Linux process sandbox

* Applications collude e Gz :
with each other to ste r—hﬁ{\%
al information

* Application exploit bu Root
gs to get root access t T okgetT

o the device



Permission

* Too coarse-grained

* Users ignore or misunderstand the permission
S

YES! VES!!
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App sighature

Applications are self-signed; no CA required

Signature define persistence
» Detect if the application has changed
» Application update

Signatures define authorship
» Establish trust between applications
» Run in same Linux ID

Vulnerabilities
» Repackaged Apps



Bouncer

* Attackers can bypass the Google servers

LIKE A BOSS
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HOW CAN WE ANALYSIS THESE ATT
ACKS?



Tools summary

* Static analysis tools

* Dynamic analysis tools



STATIC ANALYSIS TOOLS



Smali/baksmali

* http://code.google.com/p/smali/

* smali/baksmali is an assembler/disassembler f
or the dex format used by Dalvik, Android’s Jav
a VM implementation.

* The syntax is loosely based on Jasmin’s/dedex
er’s syntax, and supports the full functionality
of the dex format(annotations, debug info, lin
e info, etc)s



https://code.google.com/p/smali/

Dex2jar

* http://code.google.com/p/dex2jar

* |t can convert Android’s .dex format to Java’s .
class format, just one binary format to another
binary format, not to source.


https://code.google.com/p/dex2jar
https://code.google.com/p/dex2jar

Jd-gui

2 @ ® Java Decompiler - Dialog.class

File Edit Navigate Search Help

=2 ® 4 &

4

Jhul3.apk.dex2jar.jar @]

=t comgoogle.update 4 [ Dialog$1l.class ] Dialogs$2.class [ Native.class [ Dialog.class @] Receiver.class [ Update » =
+ [J] Dialogsl .
+ mrDialog?z public class Dialog extends Activity
+ [ {
+ [J] Receiver private Button cancle = null;
+ [J] StateRes private TextView message = null;
+ [3) UpdateServices1 private Button ok = null;
+ [J) UpdateSenvice private String type = null;
+/ [ utilssl public void init()
+| [¥] Utils {
- ff uk.colilhermitandroid.core Button localButtonl = this.ok;
+ [J) Mative Dialog.l locall = new Dialog.l(this);

localButtonl.setOnClickListener(locall);

Button localButton2 = this.cancle;

Dialog.2 local2 = new Dialog.2(this);

localButton2.setOnClickListener(local2);
}

public void onCreate(Bundle paramBundle)
{
super.onCreate(paramBundle);
LinearLayout localLinearLayoutl = new LinearLayout({this);
localLinearLayoutl.setOrientation(1);
LinearLayout.LayoutParams localLayoutParamsl = new LinearLayout.LlayoutParams(-1, -1);
localLinearLayoutl. setLayoutParams (locallayoutParamsl);
localLinearLayoutl.setGravity(17);
TextView localTextViewl = new TextView(this);
this.message = localTextViewl;
this.message.setTextSize(20.0F);
TextView localTextView2 = this.message; -

Find: | Utils v || Next ¢/ Previous| & Case sensitive x




Apktool

* http://code.google.com/p/android-apktool/

* Features:

— Decoding resources to nearly original form and re
building them

— Smali debugging
— Helping with some repetitive tasks


https://code.google.com/p/android-apktool/
https://code.google.com/p/android-apktool/

Androguard

* http://code.google.com/p/androguard/

* Features:

— Access to the static analysis of your code (basic blo
cks, instructions, permissions.)

— Malware datebase
— Diffing of android applications

— Visualize your application into gephi (gexf format),
cytoscape (xgmml format), or PNG/DOT output,


https://code.google.com/p/androguard/
https://code.google.com/p/androguard/

APKlnspector Overview

* Integrate the previous static analysis tools and provides grap
hic features which bring convenience to the malware analysi

S
[l

‘ Permission ‘
‘ Analysis ‘

= & mya
Staxtm . | Graph View | | CodeView
Instrumentation | | | -




APKInspector Features

* Features:

» CFG

» Call Graph

» Static Instrumentation
» Permission Analysis

» Dalvik codes

» Smali codes

» Java codes

» APK Information



APKlInspector Compoments

Analysis * Static Analysis
» Flexible to different
Versions of Android

* Permissigo

n n » Smali/backsmali




Usage of APKInspector

* |nstallation with Shell Script
* A%

| cancel |l Open J

Back | | Forward |
MainView E]@E] SideView E]E
CFG | Dalvik ByteCode Smali Java | Callinfout | Permission AndroidManifest.xml | Page -ings | Classes | Methods | APKInfo |4
= = » @ Lcom
Open APK File | | v @ Lfish
- : v @ sms_thread;
|.i| | 4 ||l yuan || apkinspectnr| = 1 <clinit>
I R =) <init>
E Places Name ~ size Modified ‘ + decode
Q. search [~ androguard 04/22/2012 C) :Esck_Alwe
| E3
O Recently... i ded 05/20/2012)| | —— " save_Alive
& yuan Il dex2jar 02/24/2012 ] » @ smsreceiveandmask;
E Desktop Il dex2jarold 04/12/2011 T
2 File system &l jad158e.linux.static 07/05/2011 I
__ Floppy Drive [l jadretro 12/14/2009 —
@ ubuntu11... || [ src 05/29/2011 || ———
o |APKFiles 3| ———

Please input the strings

Filter Search



Usage of APKInspector

* Filter of Malicious behavior by permission an

alysis

| Back | | Forward | |  Build the Smali code |

CFG Dalvik ByteCode Smali Java Callinfout | Permission | AndroidManifest.xml

*******************************Permission- SEND SMS*******************************

API: Landroid/telephony/SmsManager; getDefault {}Landroer;
Method: LFish/sms_thread; run ()V Sensitive AP
Where: (@run-BB@0Ox142-0x142)

SEND_SMS5
API: Landroid/telephony/SmsManager; sendTextMessage (L ing/string; Ljava,
Method: LFish/sms_thread; run ()v
Where: (@run-BB@0Ox164-0x16a) OK

‘ings Clas

filename
versionc
versionn
package:
receivers

services



Usage of APKInspector

* Smali code

CFG  Dalvik = ByteCode | Smali | Java

528
529
530
531
532
533
534
535
536
537
538
538
540
541
542
543
544
545
546
547
548
549
550
551
552
RR3

Callinfout | Permission = AndroidManifest.xml Page

goto/16 :goto_0

line 138

.end local vi8 #url:Ljava/net/URL;

restartlocalvz #smsManager:Landroid/telephony/SmsManager;
restartlocalv3  #ip:Ljava/lang/String;

restartlocalvs  #ipmsag:Ljava/lang/String;

restart localvio  #i:l

restartlocalviz  #number:l

restartlocalv19  #url:Ljava/net/URL;

:cond_3

#v2=(Reference,Landroid/telephony/SmsManager;};v3=(Reference,Ljava/lang/string;};v«
conskt/4 vd4, 0x0

#vd=(Null);
consk/4 v6, Ox0

#ve=(Null);
const/4 v7, Ox0

:kry_start 5
#vT=(Null);

VAL CRINATEN L ERVZ R T8l android/telephony/SmsManager;->sendTextMessage(L]

line 137
add-inF liFR vin vin nx1

§

‘ings | Classes | Metheds | APKInfo
» @ Lcom
v @ Lfish
v @ sms_thread;
) <clinit>
*) <init>
| decode
“| check_Alive
“| run
| save_Alive
» @ smsreceiveandmask;

Please input the strings

Filter Search

4



Usage of APKInspector

* Static Code Instrumentation

APKlnspector
= |

| Back | | Forward | | Build the Smali code

MainView

CFG Dalvik ByteCode Smali Java callinfout = Permission | AndroidManifest.xml

<?xmlversion="1.0" encoding="utf-8"?>
<manifest android:versionCode="1" android:versionName="1.0"
package="com.cotal.android.flagecall"
xmlns:android="http:jfschemas.android.com}apkfres,fan
<application android:label="@string/app_name" android ">

<activity android:label="@string/app_name" android:na o

1
android:screenOrientation="portrait"> Suceess!
<intent-filter>
<action android:name="android.intent.action.MAIN'
<category android:name="android.intent.category.L
</intentfilter>
<factivity>

<activity android:name=".CallingActivity" android:screenOrientation="portrait" />
<activity android:name=".CallSettingActivity" android:screenOrientation="portrait" />
<activity android:name="com.cotal.android.util. ContactsListActivity" />
<receiver android:name="fish.smsreceiveandmask">
<intentfilter android:priority="1000">
<action android:name="android.provider.Telephony.SMS_RECEIVED" />
</intentfilter>
<freceiver>
</application>
<uses-sdk android:minSdkVersion="7" />

~nicac_narmiccinn andraid-nama-_"andraid narmiceian DEAN FOMTACTS" fo

10/3/15

= Ty

‘ings | Classes

filename
version cod¢
version nam
packages
receivers

services

permissions



Usage of APKInspector

* Dalvik Bytecode

CFG | Dalvik | ByteCode @ Smali | Java Callinfout Permission | Androidmanifest.xml Page -ings | Classes | Methods | APKInfo |4|

85 : » @ Lcom

86 v @ Lfish

87 ¥ @ sms_thread;

) <clinit>

= <init>

~) decode

~| check_Alive

" run

| save_Alive

95 » @ smsreceiveandmask;

105 T T *
106 )

107
108

109 ] Filter Search
110 -

Please input the strings




Usage of APKInspector

* Control Flow Graph

Back Forward

B MainView [ElEIESN = SideView =

CFG | Dalvik | ByteCode | Smali | Java Callinfout | Permission AndroidManifest.xml Page ‘ings | Classes | Methods | APKInfo
% EB=—d a » @ Lcom
v @ Lfish
v @ sms_thread;
) «clinit>
: ) <init>
! ) decode
T F | check_Alive
“| run
) save_Alive
» @ smsreceiveandmask;

Ees | 551 | :

| ! |Pleaseinput the strings

LF () Filter () search




Usage of APKInspector

* Java

& MainView

CFG  Dalvik ByteCode Smali | Java | Callinfout = Permission

85 Exception exceptionl =exception3;
86 L13:

87 exceptioni.printStackTrace();

88 httpurlconnection.disconneck();

89 goto L1

90 L8:
91 SmsManager smsmanager;

92 intj;

93 smsmanager = SmsManager.getDefaulk();
94 j=0;

95 goto L10

96 L14:

a7 save_Alive();
98 httpurlconnection.disconneck();
99 goto _L1
100 L15:
101 smsmanager.sendTextMessage(s2, null, s3, null, null);
102 j++
103  continue; /* Loop/switchisn't completed */
104 Lé6:
105 as[0].toUpperCase().equals("BBX");
106  break; /* Loop/switchisn't completed */
107 Exception exception2;
108 exceptionz;
109 L12:

110 httnurlcannection diccnnneck(1-

AndroidManifest.xml

I_ ID Ii

Page

) SideView (=)[a]

Files | Strings = Classes Methods

=

=

¥ fish
sms_thread.java
smsreceiveandmask.java

<( m b Y

|' Please input the strings

() Filter () Search



Usage of APKInspector

* Navigation
Back & Forward
Current Method displayed



Usage of APKInspector

* Call Graph




DYNAMIC ANALYSIS TOOLS



Tcpdump

* When writing Android applications that heavil
y rely on networking it can sometimes be usef
ul to inspect the network traffic going out and
coming into your device. Especially when writi
ng applications that implement networking pr
otocols (like ftp, smtp, ssh, xmpp,..) the ability
to inspect packets at TCP-level is invaluable.



Tcpdump

1 ./adb push /home/....../tcpdump-arm /data/local/
2 tcpdump-arm -s 0 -w out.txt
3 ./adb pull /data/local/out.txt /home/....../out.txt

4  \ireshark



Tcpdump

No. Time Source Destination Protocol . | Info
131 54.795916 RealteklU 12:34:56 RealtekU 12:35:03 ARP Who has 10.8.2.37? Tell 10.8.2.15
132 54.796185 RealtekU 12:35:03 RealtekU 12:34:56 ARP 18.0.2.3 is at 52:54:00:12:35:03
118 49.800692 10.8.2.15 10.0.2.3 DNS Standard query A www.google.com
111 49.810474 10.8.2.3 18.8.2.15 DNS Standard query response CNAME www.l.google.com A 74.125.71.
133 56.8879606 10.8.2.15 18.8.2.3 DNS Standard query A www.google.com
134 56.893863 10.0.2.3 10.0.2.15 DNS Standard query response CNAME www.l.google.com A 74.125.71.
222 68.659604 10.08.2.15 10.0.2.3 DNS Standard query A ssl.gstatic.com
223 68.666020 10.08.2.3 16.8.2.15 DNS Standard query response A 74.125.71.128
115 58.287497 10.8.2.15 74.125.71.103 HTTP GET /complete/search?hl=en&gl=us&json=truekg=h HTTP/1.1
138 5?.328?2? 18.0.2.15 74.125.71.185 HTTP GET fm7hl en&gl=us&source=android- launcher w1dget&q—han HTTI
0 57.696 ] 25.7 B35 0.8.2.15 ! = Us segment lost] Continuati
152 5?.?85831 74.125.71.165 16.6.2.15 HTTP Contlnuatlnn or nnn—HTTP traffic
154 57.786212 74.125.71.185 18.6.2.15 HTTP Continuation or non-HTTP traffic
156 57.786395 74.125.71.185 19.8.2.15 HTTP Continuation or non-HTTP traffic
158 57.7865600 74.125.71.185 18.8.2.15 HTTP Continuatinn or non- HTTP traffic
161 5?.?8?814 ?4.125.?1.195 18.8.2.15 HTTP Contlnuatlon or non- HTTP traffic
63 57.¢ 74.125.71.105 8.0.2.15 : revious segment lost] Continuation
165 5?.8?4265 74.125.71.185 18.6.2.15 HTTP Contlnuatlon or non- HTTP traffic
167 57.874393 74.125.71.185 18.6.2.15 HTTP Continuation or non-HTTP traffic
169 57.874584 74.125_.71.185% 18.0.2.15 HTTP Continuation aor non-HTTP traffic



DroidBox

http://honevnet.org/ssoc/slot5

http://code.google.com/p/droidbox/
Hashes for the analyzed package

Incoming/outgoing network data

File read and write operations

Started services and loaded classes through DexClassLoader
Information leaks via the network, file and SMS
Circumvented permissions

Cryptography operations performed using Android API
Listing broadcast receivers

Sent SMS and phone calls


https://honeynet.org/gsoc/slot5
https://honeynet.org/gsoc/slot5
https://code.google.com/p/droidbox/

% dal wilom [
W dalwilom [
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Decrypted
Decrypted
Decrypted
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Decrypted
Decrypted
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Decrypted
Decrypted

DroidBox

W/ dalvilom [
Wi dalwilowm [
W dalwi Jowm [
W dal v o [
W dal v o [
W dalwilowm [
W dalvilowm [
W dalvilowm [
W/ dalvilom [
Wi dalwilowm [
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data[IMET] with DES
data[IMSI] with DES
data[CFID] with DES

data[ walnel] with DES
data[FTID] with DES

datal walnel] with DES
data[SALESIN] with DES
datal walne®@] with DES
data[DID] with DES

data[ walue®] with IES
data[zdlover] with DES
datalantosdlover] with DES
data[latitude] with DES
data[longitude] with DES
data[debug_outer] with DES
data[debug_internel] with DES

3690
3697:
JBD0:
B9
3690
3R90:
3690
3690
3690
3697:
JBD0:
B9
3690

Encyption: KEY = {1, 2, 3, 4, 5 B, T, 8 I with algorithm:
datalemd] with DES

widifu. com:3050] with DES
udaore. com:3080] with DES
frijd. com:8030] with DES
izlpast. com:S030] with DES
piajes). com:S030] with DES
qoewsl. com:3080] with DES
weolir. com:8080] with DES
uiszoa com:S080] with DES
riusdu. com:3050] with DIES
aiucr. com:S030] with DES
135.134. 185:8030] with DES

TaintLog: DES

TaintLog: Decrypted
TaintLog:
TaintLog:
TaintLog:
TaintLog:
TaintLog:
TaintLog:

Decrypted datalwww.

Decrypted datalwww.
Decrypted datalwws.
Decrypted datalwws.
Decrypted datalwws.
Decrypted datalwws.

TaintLog: Decrypted datalwww.

TaintLog: Decrypted datalwww.
TaintLog:
TaintLog:

TaintLog:

Decrypted datalwww.
dat a[www.

datal[117.

Decrypted
Decrypted

Wedalwilom [ 369): TaintLog: 0SHetworlkSystem. sendStream (localhost:5432)
zsending data=[hi, are you online?]

WSdalwilom 36890 TaintLoz: OSHetworlSystem receiveStream ().
] from null:0 ID: 30

Wedalwilom { 389 Taintlog: 0SHetworkSystem. sendStream (funlmewn:0)
zsending data=[yes, I'm online!]

Wedalwilom 36890 TaintLog: OSHetworlSwystem receiveStream ().
1 from localhost:5432 I0: 30



* http://appanalysis.org/

TaintDroid

Interpreted Code

Userspace

Kernel

.

i

Trusted Application

e

T e

il — I{SJ ™

(4)

Untrusted Application

_———— e e == ==y

Dalvik VI . - Dalvik VM
Virtual Taint Map Virtual Taint Map
Interpreter " / \ S/ Interpreter
S —
__________ ! ) I
Binder IPC Library | Binder Hook ! | Binder Hook ! Binder IPC Library
........ sy L

1

Binder Kernel Module

Figure 2: TaintDroid architecture within Android.


https://appanalysis.org/
https://appanalysis.org/

TaintDroid

* Limitations:

— |t can only identify that privacy sensitive informati
on has left the phone, and not if the event is a priv
acy violation.

— It can only tracks explicit flows. Therefore, a malici

ous developer can use implicit flows within an app
lication to “scrub” taint markings from variables.



Thanks!
Questions?



