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Abstract—Jamming attackers can dramatically increase attack channels, making it difficult for a narrow-band jammer to
efficiency and stealth by randomly or periodically cycling the completely deny communications as long as the hopping
jamming transmission on and off, attacks respectively known sequence is private [2]. In either case, a jammer must resort

as random and periodic jamming. In this paper, we analyze - . h .
the impact of such attacks on the IEEE 802.15.4 communi- to wide-band jamming to achieve the same attack goals,

cation protocol, commonly used in wireless sensor networking incurring additional energy expenditure and possibly neqg
applications, and show that the cycling behavior introduces a specialized hardware. Anti-jamming techniques have aésmb
narrow spectral component into the received signal. We propose proposed at the MAC layer [3], but such approaches require

the inclusion of a digital filter at the receiver side to effectively g qiication of the MAC protocol which is impractical or
eliminate this spectral component, and we discuss the benefits.

involved in this filter design. We evaluate the impacts of random nfeasible in existing platforms. Other anti-jamming jrtls
and periodic jamming with and without the proposed filter, focus on detecting the attacker [4] and using evasion tech-
through implementation in software defined radios. Through our niques to avoid further jamming impact [5].

e\_/tahlutﬁtion, we olzjsg_rv_? ?\f/_tlatﬂo% reduction in packet error rate To effectively attack communication channels employing
wi e proposed digital filter. . - : )
Index Terms—Wireless security; Jamming; Receiver filter SPread spectrum techr_uq_ues, more a_dvanced jamming tech
design; IEEE 802.15.4 nigues can be used, aiming to minimize both energy expen-

diture and likelihood of detection. Advanced jamming tech-

|. INTRODUCTION niques fall into multiple categories ranging from using mor

Wireless communications operate over a shared mediMpPlex signals to using the knowledge of higher level attac
and are thus vulnerable to denial of service attacks sinee fiyotocols [6, 7]. For example, attackers can target control
availability of the medium can be diminished by a misbehgvirfannels to reduce energy expenditure by serveral orders of

user [1]. When a user broadcasts a signal maliciously Blgnitude over jamming data channels [8, 9]. To increase
unfairly over a wireless medium to intentionally diminisritack efficiency, a jammer can also alternate between jagimi

the availability of the wireless channel, this is referredas and sleeping, either with a constant period and duty cycle
jamming. In the simplest form of a jamming attack known &l @ periodic jamming attack, or using randomized jamming
constant jamming, the attacker broadcasts a constantwiarr@"d sleeping durations in a random jamming attack [10]. An
band signal at the carrier frequency. illustration of random jamming is shown in Figure 1.

To defend against basic jamming attacks, spreading techSince the use of finely tuned periodic or random jamming
niques can be used to decrease the attack impact or increz@énter-acts the defense benefits of spread spectrummaslter
the cost of an equally effective attack [1]. These techriquéive methods of jamming mitigation are required. In this kvor
often incur additional usage of resources, typically infiven  We show thatthe cycling behavior of periodic and random
of increased bandwidth. Two such spreading techniques #&ming introduces a spectral component into the received
commonly used. The first is direct sequence spread spectréignal that can be effectively eliminated using a digitakfil
(DSSS) which looks to convert each bit to many chips anthis filtering technique can be implemented with low reseurc
send these chips at an increased rate resulting in a widet-bQverhead using a low-order digital high-pass filter.
signal, that is more difficult to detect and more costly to jam The major contributions of our work include the following.

[2]. This also allows for error correction coding at the chip , e analyze the effect of periodic and random jamming
level to improve recovery of the original bits in the preseont on 802.15.4 communications.

jamming or other forms of interference. The second spreadin , e propose a method to mitigate jamming attacks with

technique is frequency hopping spread spectrum (FHSS) in  fjjtering.

which the sender and receiver synchronously hop between, \ye evaluate the effect of the jamming mitigation filter
This research was supported by CylLab at Carnegie Mellon rugdent through implementation in software defined radio (SDR).
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symbols using maximum likelihood estimation [12], mapping
Attacker the 32 received chips into the most likely original symbol.
& This spreading allows for robust performance requiring ynan

S W’ incorrect chips to cause a symbol error. The packet recovery
i mechanism used bEEE 802.15.4 is a 2 byte CRC code [11],
which requires all symbols to be received to recover a packet
The fact thatlEEE 802.15.4 has not built in error correction
) above the sybol level is important to note for our work beeaus
Receiver it motivates the fact thatorruption of one symbol per packet

? @ with high probability is sufficient to deny availability ofie
' w - Sender

802.15.4 communication channalVe assume independence
of the channels in our model and thus consider only the
inphase channel, noting that the quadrature channel itasiyni
Fig. 1. Random Jamming Attack handled.

B. Attack Models

filter design. In Section IV, we validate our filter through We focus on the case of advanced jamming attacks in which

implementation in SDR, and Section V concludes the papethe jammer randomly or periodically cycles its radio on and
off to reduce energy expenditure or increase attack stealth

Il. MODELS a random jamming attack, the attack and sleep durations are

In this section, we introduce models for both communicatiasoth randomized, and in a periodic jamming attack the jammer

and jamming. We first introduce the IEEE 802.15.4 2450 MHzses a fixed period and duty cycle [10]. These attacks are
physical layer protocol. We then introduce models for randomost effective if information is known to the attacker about
and periodic jamming, which includes constant jamming astie error correction and error checks used by the legitimate
special case. communication. If the number of chips, bits or symbols that
must be corrupted to make a packet corrupt is known, the

The phvsical | lof is based he IE ammer can use the minimum attack cycle length and transmit
e physical layer protocol of interest is based on the Iiﬁywer to have a high probability of success.

802.15.4_r standard under the_ 24_150 MHz Pl—!Y specificati N1) Random JammingA random jamming attack alternates
[11]. This protocol maps 4 bits into a 32 chip sequence [y veen durations of attacking and sleeping. WelJetienote
allow for DSSS. Each of these chips is represented by a hglk g ration of the:*” cycle in which the attacker both sleeps

;ine pulse shape. Half of these chips are then sent on attacks. We defing, as the fraction of, that the attacker
inphase channel and half on the quadrature channel. Thusi§1 mming, which is chosen at random. In this case, wélet

portion of the symbol on the inphase channel is expressed either—1 and P, as the attack power. We can then define

A. 802.15.4 Communication Protocol

a sum of pulses 5 the random jamming signal as
si(t) = ) aisi(t), 1) > t— Ty, — Telk
1(t) ; ®) Sjam(t) = Py Zbkrect (H) (5)
_ _ _ _ P TR
wherea; is +£1 depending on the chip ang is modeled as
k
. t . . . _

sit) = P, sin (ﬂﬁ) if 20T, <t < (2i+2)T, T, = Z Th- (6)

0 else. n=1

(2) For this model the attacker chooses the powgrand the
In (2), T. is the chip time and’, is the transmit power. The distributions of random variables, and a;. The attacker

signal quadrature channel is expressed as will then broadcast a similar signal on both the inphase and
31 guadrature channel.
sg(t) = Z a;si(t). (3) 2) Periodic Jamming: The periodic jamming model is
i=16 effectively a special deterministic case of the random jamgm

model. We defineB = 7, anda = «, for all values ofk > 0.
We then findT}, to be
5t = Psin(ngh) 0 i+ DT <0< (204 3)T. ;
0 else. T, =) B=kB. ()
(4) n=1

This is then sent using orthogonal quadrature phase shifiis allows us to write the periodic jammeig attack signal as
keying. The receiver for the O-QPSK spread signal receives .
the signal and uses a low pass filter to receive the 5MHz band- Sjam(t) = Py Z byrect (t 2k + a) .
width for a given channel. The receiver estimates the redeiv — aB 2a

wherea; is £1 depending on the chip and is modeled as

8)



TABLE |

Thus an attacker will be able to choose the attack power CASES FORJAMMING ATTACK ANALYSIS

Py, the duty cyclea, and the periodB. The attacker then

broadcasts this signal on both the inphase and quadrature Case | Cycle Width (symbols)] B | o

channels. It is also useful to note that this encompasses the % gg ‘féﬁi 52

constant jammer as the case when- 1. 3 32 16us | .5
4 8 4us .5

IIl. FILTERING FORJAMMING MITIGATION

Jamming mitigation has been approached in numerous
ways, namely through the use of DSSS and FHSS and throi§ jamming attack described without the complex schedulin
higher-level methods, as discussed earlier. In this work, wequired by FHSS.
propose to mitigate jamming by adding a second filter in the
receiver design. B. Analysis

The traditional receiver uses a low pass filter to get rid of The analytical support for our filtering approach is based
side channel interference and minimize the amount of noisg frequency-domain analysis of the IEEE 802.15.4 protocol
that effects a channel [12]. This approach is not intended 4@d the random and periodic jamming attacks. The frequency

thwart jamming but to simply minimize the effect of the noisglomain of the signal can be derived from (1) using Fourier
floor and interference from other legitimant users on adjacerransform analysis as

channels for communication. We propose to mitigate theceffe
of the two jamming models presented in Section II-B at the .
baseband by adding a second high pass filter as shown in S1(w) = 2PtTCJZ““T [i(w) = mi(w)], ©)
Figure 2. In this section, we consider the motivation for our =0

method, the theoretical basis, the filter design, and firthly where~ andn are defined as

trade-offs involved.

15

7i(w) = sine(wT, + g) exp @It Z)HD - (10)
A. Motivation

Protocols like IEEE 802.15.4 are designed in such a way  7i(w) = sinc(wTe — g)expﬂ(m*%)(zzﬂ)- (11)
that they depend on direct sequence spread spectrum taehniq
to mitigate jamming. This defense mechanism assumes thaf he transmitter will filter between -2.5 MHz and 2.5 MHZ
the jammer is not willing to spend large amounts of power {311 and then modulate to the 2.425 GHz carrier frequency.
interfere with the wider-band signals. While this is cerain The attacker's frequency domain response is similarlyvesri
a good practice, it does not protect against intelligeracitt from (8) as
strategies. With knowledge of the upper layer protocols of 0o
802.15.4, an attacker can choose to corrupt a small fractiors,,, (w) = PJaBZbk.sinc (waB)exp*j“’w . (12)
of symbols and still effectively destroy packets. This is an k=1
attractive attack because the energy required to mount it is
low and the effect is catastrophic to communications with th The question thus becomes, what the attackers frequency
current CRC error checks. Even if the protocol was redesigneesponse looks like on the 5 MHz frequency where the valid
to allow for stronger error correction, it would likely $tdnly communication occurs. We consider four cases for our attack
correct for a small fraction of symbol errors. summarized in Table I.

This higher layer knowledge allows a jammer to attack not The resulting waveforms are shown from -1 MHz to 1 MHz
using constant noise but rather symbol length bursts ofenoign Figure 3 and Figure 4 where most of the signal occurs. It
Based on the protocol structure, an attacker can limit tlie clear in this model that the bandwidth of these attackers
jamming duration to only a few symbols, where increasingre much smaller than that of the spread 802.15.4 signal. It
the jamming duration will increase the expected number of thus possible to add the high-pass filter motivated above t
jammed packets. However, as we show, this cycling behavioitigate the jamming attack. The case of the random jammer
in the jamming attack has a narrower spectrum than tie similar in analysis to that of the periodic jammer, but it
legitimate signal, thus allowing for a filter to eliminate aiu would be a summation of various periodic waves. This would
of the jamming signal while retaining the original signalend up with very similar performance to that of the periodic
This filtering method is attractive because of its ease @mmer, and thus it can also be mitigated with our periodic
implementation for a radio designer compared to traditidiitering technique. Figure 3 looks to explore the effect of
jamming defense mechanisms. DSSS requires more bandwiedhying duty cycle and shows both attacking waveforms are
and different radio equipment and can still be susceptibie a low frequency area. Figure 4 shows the effect of varying
to attacks. FHSS requires multiple channels and advandbé attackers period. This again suggests that a range of
channel scheduling which is difficult to implement in a densattack parameters can be mitigated with our proposed fitieri
wireless sensor network. Our method allows for mitigation anethod.
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Fig. 2. Our proposed approach incorporates a digital higgsilter to eliminate the spectral component introduced hgam and periodic jamming.
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Fig. 5. Ideal filter design with both attacker and 802.15efjrency response

x10°

H
; ?;%253534 width of 80 kHz and a Hamming window [13]. This filter was

" —Case4 again selected for its simple software implementation amd |
] complexity allowing it to be implemented in software on leasi
radio modules.

D. Trade-offs

With any jamming mitigation technique, trade-offs are gpin
to be present. The major cost of this defense is that it degrad
the legitimate received signal and makes it more susceptibl
to random noise of the communication channel. This results

0 _ in higher error rates in non attack scenarios. This trafle-of
Frequency (Hz) x 10° allows a radio designer to choose whether they will face a
high enough probability of malicious jamming to justify the
technology. In applications where jamming is probable, the
loss of performance could likely be justified as this filter
eliminates a wide range of random and periodic jamming
attacks that could give a malicious user a lower-power dienia

We completed our filter design using a simple FIR filteof-service attack against legitimate nodes. In our futuoekw
with empirical tuning. Figure 5 shows the ideal filter that weve will explore implementing this technique in an adaptive
attempted to emulate overlaid on the IEEE 802.15.4 spectrdashion. This could allow for the receiver to add the filter
and case 2 from Section IlI-B. The filter was empirically tdne when an attack is detected and use normal communications
resulting in a center frequency of 90 kHz with a transitiowhen there is no attack.

Fig. 4. Frequency Response of Attackers with Varying Pariod

C. Filter Design



Receiver

Fig. 6. Jamming Test Setup

IV. IMPLEMENTATION 1 N

To verify our theory, we implemented our receiver archi- 0.9 Tt
tecture in an SDR. This allowed for analysis of high numbers sl
of packets in the traditional receiver and the receiver it wol
added filter. We will first introduce our test setup and then we 5 ' N
present our experiments and results. 5 %9

[g 0.5 R

A. Experimental Test Setup g 04l T “Bassins Recever] |

We implemented our system using Ettus USRP2 SDR [14] & oa — Filtered Recelver
with the GNU Radio [15] software version 3.3. We used 02l
the UCLA Zigbee physical layer implementation [16] with ol : |
modification to allow for operations with the USRP2 and the OM/\/\/_/\/NVM

most recent GNU Radio package. We set one SDR which is 0 5 10 15 20 25
used for the receiver on a table. Fifteen feet away we placed Period

two more SDRs 12 inches apart. These two SDRs will be
used as a transmitter and jammer. The test setup is shown in
Figure 6.

For each test point, we sent 6000 packets in 2000 packet o )
bursts. We then recorded how many packets out of 6000 wh&fdy 10% of the effort. When we apply the filtering technique,
received correctly. We simply checked the CRC on the packdf§ error rate decreases to less théhon average.
and did not check the packet content, since the probabilityThe attacker with &0% duty cycle is able to deny over
of the CRC being matched while the packet is corrupted 9% of packets with a period from 6 symbols to 25 symbols
negligible. We ran our tests during late night hours whichS seen in Figure 8. Furthermore with a period from 7 to 25
allowed for fairly low usage of the ISM band compared to thgymbols the packet error rate is ov#?% on average. When
daytime hours when WiFi is actively used. We calculated tHige filtering techniques proposed are implemented, thegtack
packet error rate and used this as a parameter to deterngine€fffor rate again drops to belof on average.
effectiveness of communication. The results for an attacker with a period of 22 symbols are

The jamming attack is also implemented in the SDR. Trghown in Figure 9. The attacker is able to deny %@k of
jammer simply reads and plays a binary file. The binary filgackets when the duty cycle is ovE3%. When the proposed
is generated using discrete versions of (5) and (8). For tfikering technique is applied, the packet error rate drapsen
periodic attacks, the file is 20 periods in length, and for th€%. This shows that the defense is effective at mitigating
random attacker, the file is 1000 periods in length. Replay tife proposed periodic attacks. One special case to corisider

Fig. 7. Periodic Jamming Attack with 80% Duty Cycle

these files is repeated as necessary. when the duty cycle is equal t0%. This case is a constant
jammer, the most basic jammer. It is able to effectively abgst
B. Results over 99% of packets. The filtering method proposed mitigates

The first experiment we ran looked to explore the effect dfis attack also to under% packet error rate.
the attacker’s period with a low duty cycle. To explore this The random jammer is generated with each period’s length
we looked at attackers that haw@% and 20% duty cycle. selected uniformly between half a symbol and 32 symbols in
The attacker withl0% duty cycle was able to deny ove0% length. The duty cycle for each period is selected using a bet
of packets with a period of 13 symbols or greater as seendistribution [17] with the variance defined as the averagy du
Figure 7. This shows that an attack can be very effective witlycle divided by twelve. The results for the random jammer ar
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Fig. 8. Periodic Jamming Attack with 20% Duty Cycle

Fig. 10. Random Jamming Attack
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