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Abstract—We study attacks by adversaries which aim to pair of nodes which contain shares of a common polynomial
compromise links in a wireless sensor network through various can compute a unique link key. Once an adversary collects
techniques which are modeled using the set-covering problem.Wet shares of a polynomial, however, any link key computed

discuss the effects of the attacks and present techniques which h fth | ial ised. Shared-k
can be used to mitigate the effects of the attacks. Furthermore, we using shares of the polynomial are compromised. ared-key

analyze the performance of various key predistribution schemes discovery and path-key establishment phases similar to those

with and without the mitigation techniques. of [4] can be used with threshold schemes.

l. INTRODUCTION The predistributeq seeds of a general KPS can take the
] form of cryptographic keys as in [4] or polynomial shares

) The use ofllarge-scale ereless sensor networks (WS'\(@ in [10]. However, additional results have been proposed

in hostllel environments reqwre_s.the_ de\{elopment pf secyfRich change the way in which link keys are computed from

decentralized protocols. The difficulties in developing su e seeds. For example, in [3], [5], [7], [9], the shared-key

proFocoIs lay in the sensor node Iimitatior_ls such as _\A_/irele Rcovery protocols compute a link keys using a cryptographic
radlo_ range, battery energy, "’?”d computa_t!onal capability. TReqy, fynction with seeds as inputs. Regardless of how the
restrictions on the computat!onal capability of WSN nOd‘?izd is used, the shared-key discovery protocol must reveal
Iea}d to the commor:(assumpnon thhat secure protocols can H¥rmation pertaining to which seeds are stored in each WSN
only on symmetric key cryptography. _node in order for neighboring nodes to determine if sufficient
A promising 30"4“0(‘ for .the estab]shmept of SYmMmetigaeys are shared to establish a link key. For example, the
key; in WSN applications i&ey pred|§tr|but|on studied in authors of [4] propose the transmission by each node of the
;/anous pspers (e.gc.j [1]_£10r]1)' Espeqally,fwr:a focur;c, on _tnaentifiers (IDs) of the seeds contained in the node, noting that
ramewor tg;]esegti 'Tj_[ ] that c%n5|tsr§sko t r?eblp ;Beﬁ .t this might reveal too much information to an adversary. The
assighmenishared-xey discoverandpatn-k€y establishment o ;4 of [4] further propose the use of a private shared-key
In a key predistribution scheme (KPSgedsare distributed to discovery protocol based on encryptions of random nonces

sensor nodes prior to network deployment. After deploymeirlllt order to reduce the amount of information revealed to an

of the WSN,.the §hared-key dlscoyery phase takes pIacg, wh &?/ersary. We analyze and discuss these shared-key discovery
two nodes in wireless communication range determine t

st f shared ds. If the t q h d fotocols in Section 1.

existence of shared Seeds. € WO nodes share Seeds, g,q primary contribution of this paper is presentation,

link keycan be computed as a func_tlon of one or more of a‘}ysis, and discussion of various attacks which can be

tsr? areq seeds. The path—l;eg (tastabhshme_nt ?ha:(sje tqkes_pl? Brformed by the adversary using the information revealed
ere s no Sommon se:e th('a ween atr;])alr Od no f_esdm ww;ah ing the shared-key discovery protocol. We investigate the

communication range. n this case, the hodes tind a pat @iy et of various KPS attacks and discuss possible mitigation

secure links between them and transfer a key in encryptg hniques

form via the path. ;
o For the purposes of this paper, we assume that the adversary
The concepts of key predistribution in [4] have also bqu able to physically capture sensor nodes and access all

comﬁmeg V;’('jth the keyhestabllslhmre]nt fschemeskof [fl]’l[(?] basl c?ormation stored within the nodes. Furthermore, we assume

gg dte riessa(;sigii(areat-sshzrrlgg:‘-ror?] tezcr:%nljs;\ll%on?iags r]éne_a(f e adversary is able to eavesdrop and _record transmi_ssions

domlv selected from a pool of bivariate polvnomials. An throughout the nt_atwork and determlr?e WhICh WSN node is t_he
omly P poly - ANY" sender and receiver of each transmission. We do not consider
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several adversarial goals and corresponding attacks on the
KPS. Section Il discusses the information required in order
for an adversary to mount the attacks discussed in Section II.
Section IV presents possible techniques which can be used to
mitigate the effects of the attacks. In Section V, we investigate
the effect of the attacks and mitigation techniques on the KPS.
In Section VI, we discuss the performance of KPSs in terms
of message overhead and computational complexity. Finally,

Seed-Cover Attack

Given: Sj\gl)

X — U,

C—10

while | X| > 0 do
A« arg max,¢c | X N S(n)|
X — X \ S(ﬁ)
C—Cu{n}

end while

[4] KPS

we summarize our results in Section VII.

Fig. 1. Greedy seed-cover attack algorithm.

Il. ATTACKS ON KEY PREDISTRIBUTION

In this section, we investigate KPS attacks which can be
mounted by adversaries with different goals. We consider
adversaries with the following goals: recovery of all predis-
tributed seeds, recovery of a sufficient set of predistributed
seeds to compromise all links, and disconnection of the WSN
such that there exist nodes which cannot exchange informa-
tion.

Seed-Cover Attack - Thresholdt KPS:
Given: S(1),...,S(N)
X — UL, 8()
c(z) — 0,V e X
C—10
while 3z € X, ¢(z) < ¢t do
& — argmax (e x,c(z)<t} ¢(T)
findn ¢ C,z € S(n)
for all z € S(n) do
c(z) —c(z)+1
end for

C—CuU{n}
end while

A. Recovery of All Seeds

. . . . . Fig. 2. Greedy seed-cover attack algorithm for KPS based on threshold
We first consider an adversary interested in recovering a&ret_shaﬂng,

predistributed seeds which exist in the WSN. We consider two
possible attacks to achieve this goal: thedom capture attack
and theseed-cover attack B. Recovery of Sufficient Keys

Random capture attackin [4] and several papers that \ye next consider an adversary interested in recovering only
followed (e.g. [5], [6], [9], [10]), the authors assume thaghe predistributed seeds which were used to compute link keys,
the adversary captures each successive node at randomyrls compromising all of the links in the WSN. The adversary
dependent of previously captured nodes. This situation oftggn choose to attack either the set of all possible links or only
corresponds to an adversary who physically captures a grQigks that have been established in the WSN. The following
of nodes before accessing the information within the sens@fi$ack is valid for either of these cases.
nodes. Link-cover attack The attack is based on the assumption

Seed-cover attackn [11], the authors investigate the effecthat the adversary can determine the set of seeds used to secure
of an adversary able to capture nodes in a sequence usiagh link in the network and choose to capture the node which
the information recovered from previously capture nodes. Wil allow the adversary to compromise the maximum number
consider the problem in its generality. of additional links. We note that this attack is fundamentally

The attack is based on the assumption that at each stepdiferent from the seed-cover attack because not all seeds
adversary can determine the number of uncompromised sesdsd to be recovered to compromise all of the links in the
contained in each uncaptured node and choose to captureribvork. LettingS(i) denote the set of seeds stored in node
node with the maximum number of uncompromised seeds.the adversary can construct the collection of séts=
The adversary is interested in minimizing the number of nod¢s'(i) N S(j) : i # j} \ {0}, where each element represents
which must be captured in order to recover all predistributebe set of seeds shared by nodeand j. The collection of
seeds. However, this is equivalent to solving the set-coverisgbsets ofS(i) represent the possible sets of seeds used to
problem [12], known to be NP-hard. Hence, we provide asecure links incident to node Again, we see that the optimal
algorithm based on a greedy set-covering heuristic in Fig. dxecution of the link-cover attack is equivalent to solving the
where S(i) is the set of seeds contained in nodeN is set-covering problem [12] and hence is NP-hard. We provide
the total network size, and is the set of captured nodes.an algorithm based on a greedy set-covering heuristic in Fig. 3
According to [12], this greedy algorithm is sub-optimal by afvhich is suboptimal by at most a factéf In(2) + 1.
most a facton(K) + 1. ) )

KPS schemes which rely on threshold secret-sharing [§f; Disconnecting the Network
[10] require a threshold number of shares of each secret We next consider an adversary interested in capturing a
to be compromised before links using the secret can befficient number of sensor nodes to globally disconnect the
compromised. Thus, a slight modification must be made WSN. In order to perform such an attack, sufficient infor-
reflect this difference. The algorithm for the seed-cover attaokation must be available for the adversary to construct the
on threshold schemes is given in Fig. 2. key graph representing all pairs of nodes able to compute



gﬂk'C%}/(elr) Attac'g(iN) uncaptured nodes is compromised given thabhodes have

ven: e :

OV been captured given b

@ — {S(i) N S(j) i # j}\ {0} piired given by

C—190 K\K

while |®[ > 0 do fail(z) =1 — (1 - > . 1)
7t «— argmax,¢c [{X € ® : X C S(n)}| P
d—{(SG)NSG)\S(R):i#j
C— C{(u gz} GNAS@) =i # 73\ {0} Seed-cover attackhe exchange of IDs reveals a significant

end while amount of information to an adversary performing a seed-

cover attack. However, we now show that the use of a
private shared-key discovery protocol reveals just as much
information. Under this attack, the first node capture is random

link keys. Once the key graph is available, the adversa\la?cause every node _has an equal number of uncaptured keys.
can determine a separating set of nodes whose removal Wlfce the first node is capFured, th? advergary can'play the
disconnect the WSN. The choice of separating set can dep&fl§ Of the captured node in the private neighbor discovery
on the formation of the sensor network, flow of informatiorPrOtOC()' and simply locate the node which shares the smallest
and the amount of effort the adversary is willing to expendnumber of keys.

If all communications are carried out using secure single- Link-cover attack The exchange of IDs allows for seam-
hop links, the adversary may not have to reconstruct tHRSS pe_rformance of a I|nl_<-cover attack. However, the use
entire key graph. Since links can only exist between nod@k @ private shared-key discovery protocol does not allow
within wireless communication range, the adversary only hi¥¢ adversary to determine shared-key relationships between
to consider those links which exist in the key graph and tfodes until a sufficient number of the keys of each node
geometric random graph resulting from WSN deploymeri/€ 'already captureql. Hence, the adversary is not able to
Thus, the adversary may be able to disconnect the WSN %f\}lme_ntly perform a I|nI_<-cover attack when a private shared-
removing a set of nodes such that some nodes are physickffy discovery protocol is used.
unreachable from the remaining network. Such an attack isDisconnection attackThe information obtained during the
thus independent of the KPS. Hence, we are only concerr¢fhange of IDs allows the adversary to completely recon-
with adversaries interested in disconnecting the key gragifuct the key graph and perform a disconnection attack.

Fig. 3. Greedy link-cover attack algorithm.

independent of the geometry of the WSN. Since the use of a private shared-key discovery protocol hides
the key graph (except compromised links due to captured
I1l. PERFORMINGATTACKS nodes), the adversary can only attempt to disconnect the

. . . network physically by disconnecting the geometric random
In order to perform the attacks discussed in Section II, t phy y by 9 9

S ; .graph representing physical node communication.
adversary must collect sufficient information by eavesdroppi Ywe conclude that a private shared-key discovery protocol
on network traffic and capturing nodes. If the shared-kq

¢ not sufficient to prevent the seed-cover attack. However,

%Sscozféya%g?scaorl CSQ:IStfar?ftr?eplsagnteé(rgc(e;x%?agt?:cﬁfe?,e%'d ce the attacker cannot determine shared-key relationships
' . y P d et ween uncaptured nodes when the private shared-key discov-
before physically disturbing the network.

ery protocol is used, the adversary is unable to mount a link-

. To prevent the leakage of information under a key exch_ang ver or disconnection attack. We further discuss mitigation
in plaintext, the authors of [4] propose the use of a priva

. . &ef the seed-cover attack in the next section.
shared-key discovery protocol. In this protocol, each node

broadcasts IV. ATTACK MITIGATION

&, Er,(@),...,Er, (), In this section, we discuss techniques which can be used

where a is a random nonce and eadh represents a seed.to mitigate the effect of the seed-cover attack presented in
Any neighboring node able to decrypt a list itef), (o) to  Section Il. We discuss the use pfivate ID exchangeand
recovera can determine that; is shared with the transmitting further investigate the impact of the seed-cover attack on a
node. KPS.
Random-capture attackThe random-capture attack is .
equally effective under any shared-key discovery protocol, & Private ID Exchange
the attacker does not take advantage of any of the informatiorSimilar to the private shared-key discovery technique pre-
revealed by the shared-key discovery protocol. Hence, schersested in [4], we consider a generic idea of using two
which are not concerned with attacks other than random capdependent KPSs, sd§PS, and CPSj, to exchange seed
ture need not consider any shared-key discovery mechanikds privately. After exchangingCPS,, IDs in plaintext, a pair
other than the exchange of seed IDs. of nodes sharing a seed &IPS, can compute a pairwise key
The random-capture attack serves as the baseline for comtrich is then used to exchange IDs 16PS . In this scheme,
parison in Section V. Under a random-capture attack, the link key is computed as a function of the shatégs,,
scheme of [4] results in a probability that any link betweeand CPSs seeds.



compromised links a node can be incident to multiple edges, so the number of

nodes would still be less thai.
f With the same parameters as above, supp@&enode
\ captures compromise0% of the links between uncaptured
/ nodes. Then we have
fail;;(50) = 0.990, (4)

captured nodes . . . . .
which means the expected fraction of nodes with key identi-

Fig. 4. Revealing of seed IDs under capturerofiodes. fiers revealed is abow9.0%.
Thus, the strategy that an attacker could take is to capture
a small number of nodes at random, reveal the seed IDs for

However, we observe that even very small number &fPS; for almost every node, and then mount a seed-cover
random node captures could reveal seed IDs for almost everyack. Hence, two or more layered KPSs do not provide
node. If the adversary knows théPS,, seed which is used additional resilience to a seed-cover attack, and an alternate
to encrypt and exchang€PS s IDs between a pair of nodes, method is required to mitigate the seed-cover attack.
the adversary obtains seed IDs /6f°S s for the two nodes.
Thus, the adversary is able to recover information from nodgs
other than those that are physically captures. By capturing In light of the discussion on private shared-key discovery
nodes, the adversary is able to recoverktieS; IDs for thex  in Section [l and the analysis on private ID exchange in
captured nodes, any physical neighbors of the captured no&&stion IV-A, further investigation is needed in order to
which sharedCPS,, seeds, and nodes which are incident tdiscover a technique for mitigating a seed-cover attack. We
links that are compromised due to the capture ofihedes. make the following claim, which is proved with a simple
For clarity, this scenario is illustrated in Fig. 4. logical argument.

For simplicity, we only focus on the nodes incident with Claim 1: Any shared-key discovery protocol of a single
compromised links. LefV denote the total network size andKPS such that pairwise keys are determined by the set of
d denote the average number of nodes in the neighborhoodcemmon seeds and each node stores a constant number of
a given node. In addition, let, denote the probability that any Seeds is susceptible to a seed-cover attack.
pair of nodes can establish a link key, referred to asldbal Proof: Assume that a shared-key discovery protocol is
connectivity of KPS,. Hence, the number of edges betweegiiven, each node contairfs out of P seeds, and the adversary
nodes within wireless communication range that can establiggs captured one node Assume further that the protocol is

Mitigating a Seed-Cover Attack

a link key is approximately such that the adversary cannot use the information recovered
1 from s to determine the number of seeds in a nad¢hat
€= §Ndpa- (2) are shared witls, i.e. a seed-cover attack cannot be mounted.

However, this suggests thatandn were not able to execute

We look at this problem in detail. An adversary is able t rotocol to determine the existence of a shared key before

obtain the seed IDs from captured nodes and their neighbqys; . . )
Since the number of such neighbors is approximadely, the diszo(\:/aerr);u;r)?gt'oig? the protocol is not an effective sharﬁd key

probability that the set of IDs is revealed in this way is about This claim suggests that it may be possible to mitigate

— (1 — %az
; (1 thN ) ’WE?? an ad(;/ersary ckapture;andc;mfr:gdgfs. a seed-cover attack if we allo& to vary between nodes.
S anotner possibility, an adversary knows the set oIS 1T afy, nce, we investigate the effect of allowing nodes to hold
rying numbers of seeds using the KPS of [4] for simplicity.

link that the node used to exchange seed IDs is compromiss
Based on the approximation that the link compromises Afle assume the private shared-key discovery protocol of [4] is
geing used, so only the seed-cover attack is of interest.

all independent, the overall probabilifail;;(z) that a node
reveals its seed IDs due torandom node captures is estimate For each node, the key distribution center choogés

as uniformly at random such thak’;, < K < K, and assigns
fail;g(z) =1 — (1 — d&)r +(1- %)z a re}ndom selection oK_keys from a key pool of sizeP.
N‘ p N During the shared-key discovery phase, each node must mask
x (1= (1 — fail(z))™) the actual number of seeds it contains by transmitting
dpa 5 .
=1—( _Wa) (1 — fail(z))%- ©)) a, 7 (Er,(a),...,Er(a),v1,.. ., VKko—K),
wherefail(z) is computed ovelCPS,,. where eachy; is a random nonce and denotes a random

We consider an example in whicN' = 10,000, d = 40, permutation of the given elements. This prevents the adversary
and p, = 0.5. If by capturing small number of nodes, arfrom knowing which of the quantities not corresponding to
adversary is able to compromi$é; of the edges, ob,000 shared keys are unshared keys and which are useless informa-
edges, the number of nodes incident with those edges migjbh, thus reducing the effectiveness of the seed-cover attack.
be a significant fraction of the total network size. We note th&uch a scheme can be analyzed by noting that the average



Comparision between KPS of [4] and modified KPS for N=10,000 Fraction of links compromised — N=1000, K=50, P=2156
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Fig. 5. Comparison between KPS of [4] with = 28,140 and K = 100  Fig. 6. Simulation of attacks on KPS of [4] fa¥ = 1,000 and K = 50.
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Example 1:We compare a KPS witl? = 28,140 andK =  thresholdt is reached for a given secret. In this case, we must
100 to a modified KPS withP = 28,140, K; = 80, and use the modified version of the seed-cover attack given in
K> = 120. The local connectivity, average key storage, andig. 2. Furthermore, we note that the link-cover and seed-
the value of the functiorfail(z) is thus equivalent for both cover attacks are nearly identical for threshold schemes. In
schemes. Since the modified KPS uses a randomized valugigf. 7, we plot the simulated value 64il(x) for such a KPS
K, the resilience to a seed-cover attack is reduced to thatygiere N = 1,000 nodes are deployed with sharesif= 10
a random-capture attack, given by (1). The functfail(z) is of the P = 90 secrets using a threshold of= 5. The plot
plotted for each scheme under random-capture and seed-cei&honstrates the difference between the random-capture and
attacks in Fig. 5. seed-cover attacks.

V. SIMULATIONS

We provide simulation results to demonstrate the effect of
the attacks presented in Section Il. Furthermore, we provideln a model presented in [4], the shared-key discovery
simulation results corresponding to the mitigation techniquease occurs only when two sensor nodes are within wireless
proposed in Section IV. communication range. Then the total connectivity of the WSN
In Fig. 6, we simulatefail(z) for a KPS as in [4] where is represented by the intersection of the geometric random
N = 1,000 nodes are deployed with = 50 keys each from graph representing the physical layer and the key graph.

VI. DISCUSSION

a key pool of sizeP = 2,156. We plot the resultingail(z) If we relax the constraint and allow for shared-key discovery
versusz for the random-capture, seed-cover, and link-covéo execute between distant nodes by relaying messages via
attacks assuming that IDs are exchanged in plain text. intermediate nodes, then any pair of nodes can establish a link

In addition to KPSs based on the scheme from [4], we akey even though the intersection of the physical layer and the
interested in schemes based on threshold secret-sharing, sshgraph is not connected, as long as the physical layer and
as [6], [10], in which links are compromised as soon as they graph are each connected. If a nedeants to establish



a pairwise key withs’, then it finds a path [9] J. Lee and D. Stinson, “Deterministic key predistribution schemes
for distributed sensor networks,” iRroceedings of Selected Areas in
S—81—...—8n—3S8 Cryptography, LNCS 33572004.
[10] D. Liu, P. Ning, and R. Li, “Establishing pairwise keys in distributed
in the key graph and uses the intermediate links to exchange sensor networks,ACM Transactions on Information and System Secu-

random k in encr form. In other wor n rity, vol. 8, no. 1, pp. 41-77, February 2005.
a rando eyk enc ypted 0 othe ords; se_d/s [11] D. Huang, M. Mehta, D. Medhi, and L. Harn, “Location-aware key
Eks,s.l (k) to s1, s1 sendsEy, . (k) to sz, and so on untik management scheme for wireless sensor networksPrateedings of
recelvesEks o (k) from s,,,. the 2nd ACM Workshop on Security of Ad-hoc and Sensor Networks

i 2004.
reglil;rl:l)csewtlf)h ;\tlg\évkg)ct?;r(;onnectlvﬂy would show a Strongeiillz] T. Cormen, C. E. Leist_arson, and R. Rivdstiroduction to Algorithms
pared to a KPS of a high local”™ \1 press, McGraw-Hill, 2000.
connectivity in the resulting network (with key storage fixed).
In return, the establishment of link keys in a neighborhood APPENDIX
would require a higher transmission overhead since pathsThe functionfail(x) for a seed-cover attack on the KPS of
between two nodes would be longer and the number of sueh can be expressed recursively as

paths would be even smaller. . . .
Since a private shared-key discovery protocol (based on  fail(z) = fail(z —1) + (1 —fail(z —1))q(z) ~ (7)

the encryptions of random nonces) also requires more Cofihere ¢(z) is the probability that a link which was uncom-
putational complexity for encryption/decryption and messaggomised afterz — 1) nodes were captured is compromised
overheads (128-256 bits per key), the distribution center shoyflen thez'" node is captured. Given th&ail(0) = 0, the
carefully choose whether it takes a KPS with a low localgsed-form solution fofail(z) is given by
connectivity based on plaintext ID exchange protocol or a KPS . "
with a higher local connectivity based on a private shared-key fail(z) = > q(i) ] (1-4q0())). (8)

=1

discovery protocol. jZit1

VII. SUMMARY The probability ¢(z) is a function of the number of seeds

We have shown that various attacks on key predistributidd,—1 contained in théx — 1) previously captured nodes and
schemes in WSN can be modeled using the set-coveriti@ maximum number of uncaptured ke¥s.. . contained
problem. We present a collection of such attacks which require one of the remaining nodes, both of which are random
the adversary to either solve an NP-hard problem or choos&agiables. Given\/,_; = m and k., . = k, the probability
suboptimal solution. We have shown that no protocol requirifgat a given uncaptured seed is captured in #He node is
a contant number of predistributed seeds for a single KPﬁjﬁ. Hence, the probability(z) is thus given by
system in each node can be secure against the seed-cover r K
attack. In order to mitigate the effects of a seed-cover attack,q(x) _ Z
we proposed the randomization of the number of sekds
stored in each node.

k
P—

PT[Mx_l =m, kmax,z - k}, (9)
m=K k=0 m

where Pr{M,_1 = m, kmas,» = k] iS the joint distribution
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