Do You Feel What I Hear? Enabling Autonomous
[oT Device Pairing using Different Sensor Types

Jun Han, Albert Jin Chung, Manal Kumar Sinha, Madhumitha Harishankar,
Shijia Pan, Hae Young Noh, Pei Zhang, and Patrick Tague
Carnegie Mellon University
{junhan, albertjc, manalkus, mharisha, shijiapan, noh, peizhang, tague}@cmu.edu

Abstract—Context-based pairing solutions increase the usabil-
ity of IoT device pairing by eliminating any human involvement
in the pairing process. This is possible by utilizing on-board
sensors (with same sensing modalities) to capture a common
physical context (e.g., ambient sound via each device’s micro-
phone). However, in a smart home scenario, it is impractical to
assume that all devices will share a common sensing modality.
For example, a motion detector is only equipped with an
infrared sensor while Amazon Echo only has microphones. In
this paper, we develop a new context-based pairing mechanism
called Perceptio that uses time as the common factor across
differing sensor types. By focusing on the event timing, rather
than the specific event sensor data, Perceptio creates event
fingerprints that can be matched across a variety of IoT
devices. We propose Perceptio based on the idea that devices
co-located within a physically secure boundary (e.g., single
family house) can observe more events in common over time,
as opposed to devices outside. Devices make use of the observed
contextual information to provide entropy for Perceptio’s pairing
protocol. We design and implement Perceptio, and evaluate its
effectiveness as an autonomous secure pairing solution. Our
implementation demonstrates the ability to sufficiently distin-
guish between legitimate devices (placed within the boundary)
and attacker devices (placed outside) by imposing a threshold
on fingerprint similarity. Perceptio demonstrates an average
fingerprint similarity of 94.9% between legitimate devices while
even a hypothetical impossibly well-performing attacker yields
only 68.9% between itself and a valid device.

I. INTRODUCTION

While Internet-of-Things (IoT) devices provide significant
value to smart home operations, the data they create often
contains privacy-sensitive information about user activities
within the home [74], [49], [31], [52], [33]. Securing the
wireless communication among IoT devices is thus a critical
capability for any home IoT deployment. In particular, newly
deployed IoT devices must be able to securely pair with exist-
ing devices through cryptographic key establishment in a way
that protects against man-in-the-middle (MitM) and protocol
manipulation attacks [38], [29], [6], [48], [25], [71], [43].
Such protections unfortunately require users to be involved
in the protocol (e.g., to type in a password), and such human-
in-the-loop solutions are not feasible for many IoT systems.
The first reason is that the number of 10T devices in a home
is projected to increase from around ten to several hundred
within the next decade [15], [53], increasing the complexity
and burden to the homeowner. Second, most emerging IoT
devices do not have a user interface, so direct password
entry or management is challenging or impossible [40].

While it is possible to equip IoT devices with pre-loaded
keys, user interfaces, or dedicated pairing hardware (e.g.,
NFC), such approaches would overburden manufacturers,
limit interoperability, and slow IoT innovation.

Efforts to reduce or remove human involvement from
the secure pairing process has brought the emergence of
context-based pairing. This allows devices to rely on on-
board sensors to extract entropy from the surrounding en-
vironment, using the principle that co-present devices will
observe similar events. The common sensor measurements
can be translated to common randomness, forming the basis
of a symmetric key agreement protocol [51], [32], [65].
Intuitively, the unpredictability of the activities in the envi-
ronment provides the entropy source and eliminates the need
for a human participant.

While promising first steps have been taken toward devel-
oping usable and secure 10T device pairing, existing solutions
rely on a common, properly calibrated sensing capability
across all devices (e.g., a microphone or light sensor on each
device). However, in reality, a wide diversity of hardware
capabilities will be present in a smart home, so a usable
pairing protocol must consider this device heterogeneity. We
are particularly inspired by emerging IoT products that have
a small number of embedded sensors (often only one) to opti-
mize cost, power consumption, and form factor (e.g., motion
detector with a single infrared sensor [11] or peel-and-stick
sensors [60]). One of the major challenges in this hetero-
geneous device landscape is that the sensor measurements
from different IoT devices will not be directly comparable.
Aside from different sensing modalities, manufacturers may
use different chipsets or calibration methods, so even sensors
of the same type may measure an event in a different way.
Heterogeneous sensor-based pairing protocols must therefore
rely on a suitable invariant property that can be measured by
devices with a wide variety of configurations.

Toward such goals, we need to gain a stronger un-
derstanding of the contextual content of sensory data as
observed from different IoT devices. To do this, we can
gain some insight from analogous human behavior through
the following scenario. Suppose that one person with a
hearing impairment and another with a visual impairment
are both in a room. When the door to the room closes, both
people can observe the event at the same time, but using
different senses; the hearing impaired person can see the
door closing, while the visually impaired person can hear



Fig. 1: We demonstrate how different types of sensors dr@y. 2: A physical boundary (house) provides a perceptual
capable of measuring aspects of the same events. separation between user's devices inside vs. other devices
outside, enablingontext-basedairing via observations of
random events within the house.
the door closing. Because of the timing, both people could
share their observations and determine they had witnessed
the same event. This analogy can be further extendedeiamination of numerical signal features introduces a high
include events that humans perceive in multiple ways. Fdegree of tolerance that addresses (1) differing hardware
example, we perceive rainfall through hearing, feeling, arat sensor calibration methods, (2) signal attenuation due
seeing raindrops [8]. By applying this analogy to the loTo variations in proximity between sensors and events, and
device space, we can similarly leverage timing informatio{8) measurements from different sensor types. In addition,
as an invariant property among heterogeneous devices. ive use of time intervals eliminates the need for tight time
thus develop our approach using a principle we refer to agnchronization across devices. Moreover, the devices do not
“numerically different yet contextually similabbservation need to recognize the events themselves to measure timing,
of events, exploiting commonly observed timing informatiorbut simply (as discussed later) group events by clusters using
In the IoT device regime, we provide a more detailed exampleasupervised learning.
to demonstrate the ability for disparate sensing devices toAnother key insight contributing to our approach is the
measure common events. In this scenario, Bob knocks ioiea that 10T devices deployed in a common environment
his roommate Dan's door to invite him for coffee in theare intended to collaborate as part of the same smart home
living room. Dan opens his bedroom door and walks intsystem. Hence, there is an implicit human-driven intent for
the living room, and Bob then makes two cups of coffe¢ghe devices to pair with each other as long as they can
After enjoying their coffee together, Dan goes back into higetermine that they are deployed in the same environment. In
bedroom and closes the door. Suppose now that Bob and Dia@ context of a single-family home, comprising the majority
have deployed loT devices withgeophoneandmicrophone of housing units in the U.S [46], the building structure and
and that the coffee machine is connected fpoaer meter composition provide a barrier for many types of activities
In this case, the corresponding sensor readings from théiset would be observed by sensors, including but not limited
devices capture the events, as depicted in Figure 1. Tieevibration, sound, light, or electrical load. Through the
different types of sensors are capable of perceiving soroembination of this physical sensing barrier and the typical
events in common. In particular, the geophone and the nphysical security of a single-family home, teecure pairing
crophone both capture the knocks and door opening/closipblem reduces to verifyingo-presencevithin the home.
events, while the microphone and power meter both captureOur approach to verifying device co-presence leverages the
the activity of the coffee machine. fact that devices deployed in the same room of a house will
In a more general scenario, sensing devices can detpetceive most of the same events over time, while devices
relevant events, group them by event type (e.g., using wutside the home will observe different (or signi cantly
supervised clustering), measure the time interval betweattenuated) events. Random events induced by user activities
subsequent occurrence of each event type, and map the t{eg., walking, making coffee) within the home thus provide
interval measurements to a collection ofjerprints. These the necessary entropy to enable co-presence verication.
ngerprints can then be incorporated into a veri cation algoBecause our approach is based sensory perceptiorof
rithm to prove co-presence and contribute to the generatiements in the surrounding environment, we name our au-
of a shared symmetric key. Different ngerprints can béonomous device pairing techniquerceptio In Figure 2,
incorporated to veri cation with other devices, depending owe illustrate the high-level ideas Btrceptio where multiple
the sensing capabilities of each device. devices within the home observe physical events that cannot
While our use of inter-event timing removes some usefble clearly observed by the outside attacker.Building on this
signal content, this comes in trade for support of many criticelea, Perceptioenables 10T devices to effectivelggerprint
aspects of practical ngerprint veri cation that may not beheir surroundings with no human involvement, achieving
possible using more descriptive signals. Most importantljnaximum usabilityPerceptiouses these ngerprints for sym-



metric key establishment, taking advantage of our ndings Il. BACKGROUND AND RELATED WORK

that an outside attacker can neither accurately observe nogye present background information on sensors equipped
predict events within the home at the temporal granulari[x, smart home devices, and related work on secure pairing.
required for veri cation. From these ndings, oWerceptio Commercial Smart Home SensorsWe witness many
design includes &ey Strengthening Procesthat builds gmart home 10T devices commercially available today. Each
condence in co-presence verication over time. Startingt these devices is equipped with a small number of on-board
with an initial shared key (that may be insecurBgrceptio  sensors (often one), with a speci ¢ sensing modality — e.g.,
augments this key with subsequent ngerprint informatioBmart speakers equipped with microphones and motion detec-
until reaching a desired strength. This process is similar jgrs equipped with PIR sensors. We present a more detailed
spirit to a multi-round security protocol. overview of smart home 0T devices and their corresponding
, To evaluate 'the. design d*erc?‘P“O We.perform EXPer~ sensor types in Appendix A. We presdrarceptioto enable
iments by equipping a room with a variety of Sensors ifeqe smart home devices of heterogeneous sensor modalities

represent eX|st|ng and preval_ent commercial loT product@. prove that they are co-located within a physical boundary
Our deployment includes a microphone (smart speakers [g experiencing similar events.

[27]), an accelerometer (on-object sensors [69], [23], [56]), Human-in-the-Loopbased Pairing. We rst highlight

a motion detector [55], [20], a power meter [37], [36], andyme of the traditional secure pairing protocols usingian-
a geophone (structure or footstep monitors [73], [S8]). If, the.joop solutions. One of the work in this category

addition, we deploy corresponding devices as well as Nigher geeing.is-Believing, which authenticates other device's
quality microphone and accelerometer outside the room |59|blic key by taking a picture of a 2D bar code which
represent the attacker's devices. Human participants perfogm. yes the hash of the public key of the other device [47].
a number of typical events in the room, providing the ambieg{,\hermore, many industry standards such as Bluetooth
inputs to the various sensors. As a proof of concept, Odbc e Simple Pairing [29] and Wi-Fi Protected Setup [6]
empirical evaluation demonstrates that ngerprints generatgéiquires humans to enter passwords on the devices intended

bY de_vices within the room are f_ar more likely to ma_tCI?or pairing. These solutions, however, are not applicable in
(yielding an average of 94.9%), while the highest ngerprint§ st home environments due to usability concerns.

generated by the attacker's devices outside the room hav%:ontextbased Pairing. Researchers also explocentext-

low similarity to those inside the room (only yielding ary,,qeqnairing protocols to capture commonly observed con-
average of 68.9%). To support the proof of concept, we St ¢+ nairing leveraging on-board sensors without requiring
existing data sets for activity within smart homes to quanUfMuman involvement. Miettinen et al. propose recurring au-
the avgilable entropy and the c.orrespo.nding amount of e, nrication when pairing devices at home by leveraging am-
for devices to estab_llsh_keys_ W'th suf cient con dence. bient sound or light [51]. Devices co-located at one household
Overall, our contributions in this paper are as foII.o.vv. would experience similar context as opposed to devices in a
We develop an autonomous context-based pairing pisighnors house. Schurmann et al. propose a similar idea,
tocol, namedPerceptiq for 0T devices with heteroge- p, \+'jeverage short audio as contextual information for secure
neous sensing types, using a ngerprint mechanism thak;ing [65]. Rostami et al. propose a key agreement scheme
Is robust to signal variation across devices, requires Banyeen an implanted heart with its remote programmer [63].
t|m.e.synchron|zat|on across devices, and needs no p“ﬁ{ey establish a shared key by extracting entropy bits from
training phase. ) measuring the patients heart beat. Han et al. propose recurring
We demonstrate through proof-of-concept implementgythentication across trucks driving on a highway by sensing
tion and experimentation th&erceptiocan differentiate context from the road bumpiness using accelerometer [32].
between devices inside and outside of the room, effegnjle these approaches are promising rst steps in the
tively protecting against attacking devices located jughntext-based pairing schemes, they all focus on leveraging
outside a user's home. identical sensor pairs across devices such as microphones,
We analyze existing data sets to quantify entropy extragccelerometers, and other sensors using direct signal analysis.
tion rates in real-world smart home scenarios, in suppailike these homogeneous context-based pairing schemes,
of quantifying the time to build suf cient con dence in perceptioaddresses a dif cult but interesting question of how
device pairing. to enable differing (i.e., heterogeneous) sensor modalities to

The remainder of this paper is organized as follows. Weapture the same contextual information.
discuss background and relevant related work in Section II,

and present models and assumptions in Section IIl. In Sec- IIl. M ODELS AND ASSUMPTIONS

tion IV, we present the entropy extraction and ngerprinting We now present our threat model describing the goals
techniques, and we then present tPerceptio protocol in and capabilities of the attacker. Subsequently, we present the
Section V. We present our proof-of-concept implementaticassumptions and constraints érceptio

of Perceptioin Section VI and subsequent evaluation in

Section VII. We discuss practical deployment consideratioAs 1hreat Model

and limitations in Sections VIII and IX, respectively. We then The goal of the attacker is teeak private information
conclude our work in Section X. of home occupants by eavesdropping on the communication



between loT devices. In order to achieve this goal, theade up of a number of joined rooms, and the separating
attacker may launch (I3hamming attackr (2) Man-in-the- walls actually present numerous physical boundaries within
Middle attack the home. While sensors within the same home are likely to
We de ne a Shamming attack where the attacker's devicperceive some common events due to the common physical
M (placed outside of the house but within the wireless corstructure, the walls are bound to inducenan-negligible
munication range), succeeds in fooling a legitimate devicattenuation factor with different propagation media caus-
LD (inside the house), to accept the pairing as anoftlier ing distortion and attenuation of mechanical signals. More
M may launch three types of Shamming attacks. First, §peci cally, walls and joints are known to cause material
may launch ar(1-a) Eavesdropping attacky attempting to damping, re ection and diffraction of acoustic and vibration
sense (from outside) the events occurring insible. may signals [39], [26]. However, since interior walls tend to
have following three levels of capabilities to launch thigrovide far less attenuation compared to exterior walls, we
attack.M may have(i) normal-level of resourcesquipped expect a fair amount of signal to propagate between nearby
with standard off-the-shelf 10T sensors that are comparab&l devices, at least a sufcient amount to allow for 10T
to LD s inside the houseM may also haveg(ii) medium- network connectivity, as full pairwise connectivity is likely
level of resourcesequipped with higher-end off-the-shelfunnecessary. As we will discuss later, it may also be possible
consumer electronic devices that are more powerful than @@.con gure a small number of 10T devices to act as “bridging
FurthermoreM may have(iii) powerful-level of resources devices”, if needed, to facilitate secure pairing across the
equipped with asymmetric capabilities (e.g., military-gradiaternal walls of the home.
thermal imaging and x-ray vision). As such, we focus on In either case, we desigRerceptioto rely on the core
() and (ii) and disregard (iii) because such attackers coutdbservation that sensors outside the home cacmuistently
already visualize activities within the home and reveal privateerceivethe relevant activities inside witsimilar delity as
activities, independent oPerceptio and the loT devices LDs. While our design focuses on single-family detached
deployed within the home. Moreover, the attacker mdyousing (comprising 61.5% of U.S. housing [46]), we believe
launch other types of Shamming attack such(ash) Signal that future extensions oPerceptiocould extend our work
Injection attack— by creating events with large noise otto other multi-tenant attached housing (e.g., apartments or
vibration from outside (e.g., using jack-jammer); @r-c) townhouses) through rigorous engineering of thresholds and
Sensor Spoo ng attack by injecting spoo ng signals to other protocol parameters.
LD s. The attacker launches either of these attacks again in an
attempt to allow bottM andLD s to perceive simultaneous
event signals and ultimately succeed in foolitig s to accept

IV. ENTROPY EXTRACTION AND
FINGERPRINTING

the pairing withM . We rst present different sources of shared entropy Fhat
can be used to bootstrap trust among the loT devices.

Second,M may launch a man-in-the-middle (MitM) at—S b i lain how t tract th ‘ i
tack on key agreement messages between a paibaf by ubsequently, we expiain now 1o extract the entropy via our
ntext ngerprinting mechanism.

simply intercepting messages transmitted over the wirele€d
medium. Such an attacker is able to use a variety of primitivés Entropy Extraction

such as injection, replay, modi Cation, and blocking/deleting Ana'ogous to a Cryptographic key agreement protoco' re|y_
messages in the communication channel. ing on a source of entropy to establish (pseudo-)random key
bits, we propose approaches to enable devices to capture and
extract shared entropy from the device's surroundings, which
We assume that the physical boundaries of a house drawater used to bootstrap trust as discussed in Section V.
a natural trust boundary for deployed deviceB,s. This as-  One possible approach to help devices extract shared
sumption re ects scenarios in whidiD s inside the boundary entropy is to deliberately inject randomness to the devices
are owned and operated by a common entity (e.g., homwithin the physical boundary. This may be realized by intro-
owner). However, non-authorized personnel do not hadeicing asignal injecting devicde.g., device with vibration
access to the physical space, hence do not have control avettor or speaker) that outputs signals such as vibration or
the loT devices. We also assume that the family membeysund that are encoded random bits. This is analogous to
and authorized guests are not malicious. For example, if ong'aditional key establishment schemes that provide “deliber-
family members or authorized guests are the only people whte entropy” [9]. However, this solution poses many practical
have access to their house, and devices brought into the hatoacerns regarding cost and usability, as well as scalability
for prolonged periods of time are assumed to be trustwortlwith respect to multiple sensing modalities.
then a proof of deployment within the house is suf cient to To address the above concerns, we propose an approach
bootstrap a trusted connection to the 10T network. We vietliat relies on the inherent randomness of events in a device's
the introduction of unauthorized devices into the home Isurroundings to establish a context ngerprint, i.e., “natural
malicious guests as a problem of the homeowner's physi@itropy”. We leverage the inherent randomness of events
security, not as a relevant problem of secure pairing. Henezcurring in a room (e.g., knocking, walking, talking, etc.)
this issue is out of scope for our work. as its source of entropy for a cryptographic protocol. Specif-
In addition, we acknowledge that single-family homes aiieally, Perceptioleverages the fact that it is infeasible for an

B. Assumptions and Constraints
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attacker to predict the precise timing of events within the
physical boundary at a millisecond-scale granularity. Using
the randomness in event timing, the fundamental goal of
the ngerprint generation mechanism is for two devices
to generate “similar” ngerprints only if they meet the
contextual requirements of the scenario. Unlike traditional
secure pairing protocols, however, the nature of our problem
requires that there is a degree of tolerance to capture the
dissimilarities between sensing devices and their respective
abilities of perception, namely relaxing the requirement that
ngerprints Fpevice , aNd Fpevice ; are numerically equal

to instead satisfyd(Fpevice » ; Fpevice s ) <  fOr a suitable
distance metriad and small tolerance> 0 only when the

two devices “match”. For now, we leave the specics of
ngerprint matching to the later sections and focus on the
ngerprinting mechanism.

(a) Single event commonly observed

(b) Events observed by each sensor

B. Context Fingerprinting Fig. 3: Figure depicts ngerprintK) extraction from starting

We present the ngerprint extraction algorithm and howoint intervals of same event type (i.e., cluster). (a) depicts
multiple event types affedPerceptiocontext ngerprinting. how two sensors with different modalitied, and B, rep-
We also explain howPerceptioguarantees suf cient entropy resents commonly observed event differentlyMsand
needed for key agreement protocol. respectively. Despite differences in representation, inter-event
1) Fingerprint Extraction Algorithm:The main idea be- timings,in andig, are similar. (b) depicts howA and B
hind Perceptice ngerprinting mechanism is based on threeextracts various ngerprints from many event types.
primary insights: (1) raw signals obtained by different de-
vices and sensor types will have different characteristics; (2)

sensors on different devices will perceive the same eventifjiiple event types (including but not limited to talking,
roughly the same way; and (3) inter-event timing measurgghiking, and making coffee). Each device will collect its
by different sensors will be roughly the same. When Wgme-series data, perform a sequence of signal processing
combine these three properties, we arrive at an approach ftatietect events, cluster the events based on various signal
combines event detection, event clustering, and per-clusi@pperties, and create a ngerprint for each event cluster.
inter-event timing. Speci cally, each device will generate gne microphone's event sequenc®,, may involve three
set of ngerprints, one for each cluster, that collectively repsyent types — talking, walking, and making coffee — while
resent the observable context. Note that devices do not nggd geophone's event sequen&g,, may involve two event
to know what speci c types of events are occurring. Fromypes — walking and making coffee. From Figure 3(b), we
these core ideas, it is clear that the context ngerprintingee that the microphone labeled its three event clusters with
approach is general, and we will further describe speci{:N; F: } and the geophone labeled its two event clusters
use cases and experimental evaluations in later sections. yjth { :H}. The embedded devices creates sets of per-
To illustrate how the start times and corresponding integtyster ngerprints £y, Fr, F } and {F , Fy}, exchange
event intervals (time between start of subsequent eventsy@ém with each other, and perform a pairwise search to see
the same type) are used to create the ngerprints, we provip,l%my of the ngerprints match (Section V).
Figure 3(a). The gure highlights the fact that the two Sensors 5y Fingerprint Entropy: Perceptibootstraps its trust from
do not need to have a common representation of the eVgiil eniropy of event timings in the environment. Intervals
detected (one device labels the clusters witnd the other oqyeen starting points of subsequent event observations are

uses ), but the inter-event timings match. Note also that the,nsjated into the bits of the ngerprint. Hence, the entropy
event detection does not need to be perfectly synchronized gk, ngerprint depends on the number of similar events

general, each device measures an event sequey@ding opserved and the bit resolution of each interval. This is

the inter-event timesis, and the resulting ngerprint, is  genjcted in (Equation 1 depicts the concatenation of bit

computed by concatenating bit-representations of intervals,ag a5 of intervals s, , for k = 1;:::;n. If the length ofF

Fa = fis, jjis, s, G- ] is less than a minimum acceptable ngerprint lengh the
We further take into account that a sensor is capable Qferprint is discarded due to insuf cient entropy, otherwise

detecting multiple events. Consider one devicavith a mi- £ 'is truncated tde bits. We explain the requirement bf

crophone and another deviBewith a geophone. Microphone j, Appendix C in order to provide suf cient entropy.

will be more sensitive to talking, and geophone will be more 8n i

sensitive to vibrations caused by walking, but both will sense <E iR e

aspects of a running coffee machine, since it vibrates and Ffinal = . e’ 1)
emits sound. In this case, the two devices can each detect T otherwise



Fig. 4. Figure depicts how incorrect event detection affects _ , i ,
error accumulation when extractiigovertr . B mistakenly 19- 5: Figure depict®erceptioprotocol overview. Unequal

misses two observations, but the resultiig accumulates heterogecr;eous sensorlis data frI@mand B are ekventually
error, analogous to framing error in serial communicationONverted to numerically equivalent symmetric key.

3) Advantages of Fingerprint Extraction Algorithmive shared symmetric key between the two parties. Figure 5
present a series of important advantages inherent to fPicts the high-level overview dPerceptio protocol. (1)
Perceptio ngerprint extraction algorithm. First, the deviceslnitially two devices with disparate sensor modalities captures
are not required to be time synchronized as (1) ngerpriftumerically unequal time series data streams. (2) While co-
extraction can be triggered by event occurrences and (anted devices observe similar events, the extracted pair of
ngerprints are generated based on event intervals rather thBgerprints will not be exactly the same due to sensitivity
speci ¢ event occurrence times. As long as the clock raté§d different modalities. (3) We treat such subtle differences
are consistent across the devices, the generated ngerpritits Ngerprints as errors and tolerate them using a fuzzy
will be similar regardless of time synchronization. Secongommitment scheme [41], [18] building on error correcting
the generated ngerprints are independent of the varyirf@des. (4) Finally two devices share a master symmetric
amplitudes of the captured signal depending on the locatikfy, Kk, and can subsequently generate shared session key,
of the sensors relative to the source of the event. ThisKss - Similar to the related work [51], [32], we design a
also because the algorithm makes use of the starting pdf@ Strengthening Proceswhich graduallystrengthenshe
intervals rather than the signals themselves. initially shared (but potentially insecure) key. This is made

The ngerprint algorithm inherently provides robustnesg0ssible by gradually increasing the authenticity con dence
against malicious adversaries launching Shamming atta@¥er time through repeated execution of the fuzzy commit-
First, the algorithm makes it increasingly dif cult for anment using different ngerprints (Steps (1) through (4)), until
attacker to predict events at a ne granularity. While some & minimum con dence score is attained, inherently making
the daily activities in a house seems rather predictable (el§€xtremely dif cult for Shamming attacker devices (located
opening a door around 9 a.m.), it is extremely dif cult tooutside of the physical boundary) to sustain the shared key.
predict it at the millisecond granularity, making it possible Protocol Details. Perceptics fuzzy commitment protocol
to extract entropy from the context. Second, the algorithif composed of four main phases — (@jtialization: devices
inherently protects against an attacker's device capturiféscover each other and determine through exchange of
some of the events from outside the physical boundary, igenti ers that they wish to pair with each other; (Rey
the attenuation factor of the physical boundary (e.g., wall§greementdevices compute, exchange, and verify context
is assumed to be non-trivial. However, capturing only somegerprints to establish a symmetric key; (Bgy Con rma-
of the events by an attacker's device is insuf cient to createt®n: devices verify the correctness of the symmetric key and
ngerprint that is similar enough. This is because the errof§crement the con dence score if the key is validated; and
accumulate as the attacker's device misses certain events(4asCon dence Score Checldevices either declare pairing
illustrated in Figure 4. In this example, sensdksinside success if the con dence score is above a certain threshold
and B outside the boundary generate different ngerprint8r repeat from the key agreement phase. These phases are
because oB's inability to sense everything that senses. depicted in Figure 6 and described in more detail as follows.
Even such non-consecutive event misses are detrimentalV{® intentionally omit the underlying cryptographic protocol
the attacker because the error accumulates, analogougietails in this section, but present an in-depth description in
framing errors in serial communications. Hence, in order féxppendix B.
the attacker's device to succeed in pretending to be a devicdn the Initialization Phase device A initiates a broad-
within the physical boundary, it needs to consistently captugast message containing its identier (e.g., device ID
most of the events occurring in the room. We further analygs pseudonym). A nearby devic®& that receives the

this dif culty with empirical data in Section VII-B. message and wishes to “pair” witA responds with a
RQST_TO_PAIR, including its identi er in the request.
V. PROTOCOLDESIGN If A also wishes to pair withB, it responds with a

Perceptics ngerprint veri cation incorporates the nger- RSP_TO_PAIR message, at which point both devices
print, F, into a cryptographic protocol to yield a veri able continue to theKey Agreement PhaseA and B follow



Fig. 6: Figure depictferceptioprotocol owchart diagram. Fig. 7: Figure depictPerceptio ngerprint generation ow

Details of this protocol is presented in Appendix B. chart, taking as input the raw sensor data, performs clustering
to distinguish group of events (e.g., walking, door opening,
knocking) represented &s F ; , and computes correspond-
ing ngerprints per event cluster (i.eEy, Fr, andF ).

the previously described ngerprint generation process to

and fFg,;j = 1;:::;0g for the p and g observed event VI. | MPLEMENTATION

clusters. Using the ngerprints) is able to compute a set of \\ie now present our implementation Berceptio nger-
commitments,Ca, that it hides a set of secrets generatﬁrmt generation. Figure 7 depicts the ow chart diagram.
by A, ki, by effectively encrypting it using an extractedrirst, each sensor perceives the contextual information by
ngerprint, Fa, . Another deviceB, can decode the messagéneasuring its sensor data for a ngerprinting time period,
to acquirek; only if it has a ngerprintFg, that is “close . Measured data is input t®re-processingmodule for
enough” toF 4, . The fuzzy commitment primitive is similar nojse reduction. The pre-processed signals are then input to
in spirit to encryption ofk; with Fa; using a one-time pad. signal Detectiormodule, which distinguishes event signals
Once B successfully derives the secret with &, that (e g., walking, door opening, knocking.) against the rest of
is similar to Fa;, A and B has now established a shareéhe signal and outputs the corresponding signal time indices.
symmetric master key. Then the two devices continue togypsequently, the the indices, along with detected signals are
the Key Con rmation Phase creating a shared session keyinpyt to Feature Extractionand Event Clusteringmodule,

Kag , derived fromk. Each time a pair of deviced and \hich performs unsupervised learning to cluster signals of
B successfully execute the key generation and con rmatiQfimilar events viak -Means clustering. This is analogous to
phases for a round, they increase their respective con deﬂ?zﬁegorizing detected event signals into clusters|of :

by a small amount. Upon each increment, each device veri §5e Fingerprint Extractionmodule then converts the result-
ConfScore > Thr cont . In the nal Condence Score jng cluster indices into corresponding ngerprints per cluster
Check Phaseeach device can nally decide that the Othe(i.e.,FN, Fr, andF ). We present the implementation details

is contextually veri ed once the overall con dence score if the Signal Detectiorand Event Clusteringnodules.
above a threshold. The con dence score check mechanism is

thus similar to a reputation system. A. Signal Detection

In addition to the four main phase®erceptio protocol Signal detection module identi es events of interest by (1)
includes an optional extension to allow a notiontainsitive signal smoothing and (2) threshold-based detection.
veri cation for cases where two devices want to verify each 1) Pre-processing: Signal Smoothing for Noise Reduction:
other but their sensing equipment does not allow for gelVe rst compute a moving average to smooth the signal
eration of matching ngerprints (e.g., the accelerometer aridr noise reduction, speci cally applying an exponentially
the power meter who perceive no event in common). We caleighted moving average (EWMA) lter to discrete time
this extensionlransitivity of Trust (ToT). If the two devices seriesx asy[k] =  x[k]+(1 ) y[k 1], where ,k, x[k],
A and C have each performed the ngerprint veri cationand y[k] denote the weight, sample index, sensor data and
with a third deviceB, meaningA and B share keykag = moving average data, respectively. Hence, EWMA smooths
andB andC share keykgc , A andC can rely onToT to the signal while retaining signi cant changes. Figure 8(a)
expand the “pairing” operation to a “grouping” operation bylepicts the original geophone signal of the event of a person
leveraging authenticated encryption scheme [64] to exchangalking. Figures 8(b) and (c) depict the absolute values of
public parameters for Dif e-Hellman key exchange [17]. Furthe original and EWMA- ltered values, respectively.
thermore, this approach enables devices located in differenR) Thresholding and Signal DetectioWe then perform
rooms within a house to pair, leveragimgidging devices thresholdingfor signal detection, including both a lower-
We discuss this extension further in Section IX. bound [T hriower ) and an upper-bound Qr ypper ) threshold.



1) Feature Extraction:We select a set of features per
sensor to reliably separate perceived events via clustering.
We select common time-domain features for analysis (e.g.,
maximum amplitude, duration, and area under the curve and
its variants) and evaluate them using principle component
analysis. We choose nal set of features based on their
capacities to maximize visibilities across events. We choose
maximum amplitudes and lengths for geophone, microphone,
and accelerometer. Motion and power meter did not require
Fig. 8: Figure depicts an example Bfe-processingnodule clustering as these sensors only perceive one speci ¢ event in
where the (a) raw sensor signal is rst converted to (Bur experiments. Hence, we performed dimensionality reduc-
corresponding absolute value, and ultimately converted to {tn via feature extraction process while retaining essential
subsequent pre-processed signal. features for differentiating events.

2) K-Means Clustering and Elbow MethodVe leverage
K-Means clustering to eliminate the need for a training phase.
K-Means takes as input cluster groups and outputs data
points to similar clusters. K-Means algorithm computes the
Euclidean distances between data points and then selects
cluster centroids that minimizes the distances.

The number of cluster groups is unknown Berceptiq
as the devices do not know how many types of events will
occur. To address this issue, we leverage Elbow method to
infer the optimum value oK [42]. Elbow method tests
severaK -cluster hypotheses to output the optimémvalue.

Fig. 9: Figure depicts an example of tisignal Detection Spaci cally, this method evaluates the rate at which dafca
module, and demonstrate the effects of thresholding ajjgrances capt.ured by the clusters increase when varying
; . . K. By leveraging K-Means and Elbow methoBerceptio
signal isolation. : ; o o
increases its practicality by eliminating the burden of the
user or device manufacturer to train speci c event types.

We leverageT hriower to distinguish event signals to ambient VI
noise. On the other hand, we also leveragBr pper tO _ _ )
remove any signals of high amplitude, in order to thwart We implement thePerceptioprotocol and evaluate its ef-
Shamming attack. We note th@ihr per can be a function fectiveness in different settings. After detalllng. the apparatus
of Thriower after certain calibration phase. used, we present an end-to-end studPefcept@_yanous
This is depicted in Figure 9(a), where we apply a lowe@SPects, including aens_ora' e_vent detection ab_llltles and ro-
bound thresholding to th&€WMA signal using the lower bustness of ngerprint similarity and key establishment.
dotted line (i.e.,Thrigwer = 3). The signal above the .
threshold are highlighted with a gray box. Also, we apply aﬁ' Experiment Apparatus
upper-bound thresholding as well using the upper dotted line"Ve describe the nature of legitimate deviceB;s, placed
(i.e., Thrypper = 10). For more accurate event clustering',r_‘s'de the en_\/lronment and attacke_r deviddss, place_d out-
however, we implement a signeimpingtechnique to group side attempting to launch Shamming—Eavesdropping attack.
segmented parts of the event signal into a single event signdle LD s include a SM-24 geophone [13], an MD9745APA-
as shown in Figure 9(b). Specically, we disregard shod microphone [3], an ADXL335 accelerometer [16], an MP
discontinuities between adjacent segmented signals abd@tion Sensor NaPiOn passive infrared motion detector [59],
threshold to “lump” the signals into one continuous groupnd a Kill-A-Watt P4400 power meter [37]. Each of the
of signal event. From the indices returned by these ste§§nsors is interfaced to an Arduino Uno board [5] with a
we determine the signal of interest in the original signaM/ireless SD Shield [4] and microSD card for data logging
as presented in Figures 9(c) and (d), depicting before a5 kHz sampling rate. The sensors were placed between
after lumping technique, respectively. Finally, this moduld-5-5.5m apart from each other. Thes also include a SM-
outputs the corresponding indices of detected signal to tR@ geophone, MD9745APA-1 microphone, and an ADXL335

. EVALUATION

Event Clusteringnodule. accelerometer, as well as a higher-quality MMA1270KEG
) accelerometer [66] and a higher-quality Blue Yeti micro-
B. Event Clustering phone [50] as depicted in Figure 10(c). The higher-quality

We implement event clustering to appropriately groupccelerometer and microphone cost an estimated $10 and
observed events. Though some additional work may incresggE00 respectively, which is roughly one and two orders more
the accuracy and ef ciency of the clustering results, we detakpensive than the normal-quality I0T accelerometer and
a preliminary proof-of-concept implementation. microphone.



(a) Evaluating event detection accuray) Evaluating the impact of different (c) Attacker devices
for various sensing modalities environmental factors

Fig. 10: To study event detection accuracy f@ s andM s of different sensor modalities, we have human subjects conduct

the following actions shown in (a): knock on a door hosting an accelerometer, walk across a motion detector, around a
microphone and geophone on the ground, and brew coffee from a machine attached to a power meter. The attacker sensors
are placed outside the wall opposite to the door. We study the effect of environmental factors in (b): a coffee machine and
blender are used successively while varying the distance between them and the sensors, the oor type and the noise level
inside the room. We illustrate the v s in (c) including higher quality accelerometer and microphone.

(a) Legitimate Devices — Knock(b) Legitimate Devices — Walk (c) Legitimate Devices — Coffee

(d) Attacker Devices — Knock (e) Attacker Devices — Walk (f) Attacker Devices — Coffee

Fig. 11: We study the ROC ofDs andM s for accuracy of event detection. Across all events, ltBes have a high
detection rate while tht s (even the higher-quality microphone and accelerometer) hardly perform better than a random
guess. (Note: For each event type, we only show sensors whose modalities have the ability to detect that event. For example,
the accelerometers cannot detect the coffee machine, hence are ignored in (c) and (f)).

B. Event Detection We illustrate the study setup in Figure 10(a). The exper-
iment is conducted in a squash court wherein ltifies are

1) Detection Abilities of Legitimate and Attacker Devicesarranged with the geophone on the oor, the microphone on
We now evaluate the performance of each sensor in d&-+table, the accelerometer on the door, the motion detector
tinguishing event signals from ambient noise. Recall fromimed at the center of the room, and the power meter
Section VI-A the three variables of interest are a lower-boursdipporting a single serving coffee machine (Nespresso Pixie
threshold T hriower to separate the signal from noise; arCarmine [54]). TheM s deployed just outside the room (as
upper-bound threshold hrpper to discard distinct signals illustrated in Figure 10(a)) include the accelerometer, the
with high amplitude to thwart Shamming—Eavesdroppingigher-quality accelerometer and the geophone attached to
attacks; and the weight used in the exponential movingthe outside of one of the walls of the squash court and
average. In this experiment, we vaiyhrwer , Which is the microphone and higher-quality microphone placed on the
important in signal detection, while xing hrpper and ground adjacent.
to empirically optimized values. We have ten human subjects perform the following tasks:



