
The 18th Annual IEEE International Symposium on Personal, Indoor and Mobile Radio Communications (PIMRC’07)

PROBABILISTIC MITIGATION OF CONTROL CHANNEL JAMMING VIA
RANDOM KEY DISTRIBUTION

Patrick Tague∗, Mingyan Li∗†, and Radha Poovendran∗
∗Network Security Lab (NSL), Department of Electrical Engineering, University of Washington, Seattle, Washington

†Boeing Phantom Works, Seattle, Washington
Email: {tague, myli, rp3}@u.washington.edu

ABSTRACT

The use of distinct, dedicated communication channels to
transmit data and control traffic introduces a single point of
failure for a denial of service attack, in that an adversary may
be able to jam control channel traffic and prevent relevant data
traffic. Hence, it is of interest to design control channel access
schemes which are resilient to jamming. We map the problem
of providing resilient control channel access under jamming to
that of secure communication channel establishment. We pro-
pose the use of random key distribution to hide the location of
control channels in time and/or frequency. We evaluate perfor-
mance metrics of resilience to control channel jamming, iden-
tification of compromised users, and delay due to jamming as
a function of the number of compromised users.

I. INTRODUCTION

To provide service to users in a wireless network, communi-
cation channels must be established for user data as well as
network and application control data. Control channels can be
used for a wide variety of services, from propagation of net-
work topology for routing, to access control in subscription
services. In a cellular system [1, 2], for example, base stations
coordinate with system users over a variety of control channels
in order to perform access control, traffic channel allocation,
station-to-station handoff, and a number of other functions.

In many wireless networks, the control data serves as the
platform on which higher protocol data is transported and user
service is provided. Without access to control packets, users in
an application setting will be unable to establish connections
with servers and, thus, be unable to receive service. Hence,
control channels serve as a single point of failure that can be
targeted by a malicious adversary. In particular, an adversary
can perform a denial-of-service (DoS) attack [3,4] by jamming
the system’s control channels.

The authors of [5] showed that precise knowledge of the fre-
quency band and time interval of each control channel allows
an adversary to jam only the control channels and reduce the re-
quired power by several orders of magnitude compared to jam-
ming the entire system. The use of cryptographic primitives
was then proposed in [5] to hide the location of control chan-
nels in time and/or frequency. The proposed approach made
use of keyed hash functions to locate the control channels such
that any user with a valid key can locally compute a control
channel location. By assuming that no more than a fixed max-
imum number of colluding or compromised users exist in the
system, the authors developed key distribution schemes based
on error-correcting codes [6] and Sperner Theory [7]. The ad-

vantage of the scheme in [5] is that as long as the number of
compromised users is below the threshold, every valid user is
guaranteed to locate a control channel that is not jammed, and
every colluder can be detected and eliminated. However, the
scheme’s strength also leads to many disadvantages. First, the
maximum number of compromised users must be known a pri-
ori. Second, if the number of compromised users exceeds the
threshold by even one, the entire system can degenerate with no
guarantees of control packet reception or detection of collud-
ers. More importantly, given that adversary models for wire-
less networks are not well known and are yet emerging [8], it
is not realistic to assume a constant maximum number of users
will be compromised. In the absence of well-defined adversary
models, it is of interest to develop a framework with graceful
performance degradation as the number of compromised users
increases.

In this work, we propose the use of random key distribution
for resilience to control channel jamming and statistically char-
acterize the performance as a function of the number of collud-
ing or compromised users. We make use of results for secure
communication in [9,10] in developing key distribution and an-
alyzing system performance. This approach allows the system
designer to choose the degree of probabilistic resilience to col-
lusion or user compromise without fixing a threshold number
of colluding or compromised users a priori. The absence of
such a threshold introduces a high degree of flexibility into the
design. This allows the system designer to analyze the average
or worst-case system performance due to compromise of users.
The result is smooth performance degradation as a function of
the number of compromised users.

The remainder of this paper is organized as follows. Control
channel access and adversary assumptions are outlined in Sec-
tion II. In Section III, we map the problem of resilient control
channel access to the establishment of secure communication
channels and provide a framework for resilient control chan-
nel access schemes via random key distribution. Metrics for
performance of key distribution schemes under control channel
jamming are evaluated in Section IV. Implementation trade-offs
between efficiency and resilience are discussed in Section V.
Section VI summarizes our contributions and comments on fu-
ture work.

II. PRELIMINARIES

We state our assumptions about the control channel access
model for users in the wireless network. In addition, we state
our assumptions about the goals and capabilities of the adver-
sary.
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A. Control Channel Access Model

The network consists of N mobile wireless users and a collec-
tion of base stations or servers. Mobile users receive control
packets from the servers using a set of control channels which
are distributed over both time and frequency. Time is assumed
to be slotted into a set of p time slots which are repeated pe-
riodically such that at time n, users access control channels
within slot i ≡ n (mod p). Each control channel is arbitrarily
located in time and frequency and that the time duration of a
control packet is negligible compared to that of a time slot.

Servers transmit a common control packet over all control
channels in a period of p time slots. To enable control chan-
nel hiding, both system and user are required to locate con-
trol channels within a time slot using a control channel locator
function f(ki�, n), where ki� is a control channel identifier that
uniquely identifies the �th control channel in time slot i and n is
the current time such that i ≡ n (mod p). The control channel
access model is illustrated in Fig. 1.
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Figure 1: Control packets are sent over redundant channels arbitrar-
ily located in time and frequency within each slot. Users and system
servers locate control channels using a function f and control channel
identifiers ki� for slot i.

B. Adversary Model

A group of malicious users under such a control channel ac-
cess model may be able to locate a significant portion of control
channels. The malicious users can then collude to jam the ac-
cessible control channels and deny service to honest users. Al-
ternatively, an external adversary can compromise valid users
and assume their identities in the network. A single adversary
then acts as a group of malicious colluders to jam the accessi-
ble control channels similar to the case above. As the effect of
internal and external adversaries on the control channel access
scheme are indistinguishable, they are combined into a com-
mon adversary model.

Users that are either malicious insiders or those that have
been compromised by an external adversary are hereafter re-
ferred to as compromised users, and the set of such users is
denoted C. We assume that the adversary will jam every con-
trol channel that can be located using the keys held by compro-
mised users.

III. RESILIENCE TO CONTROL CHANNEL JAMMING

The ability for a set of compromised users to locate and jam a
set of control channels depends on the control channel locator

function f outlined in Section II-A. The question of particu-
lar interest is how to provide user access to control channels
via f while maintaining a degree of resilience to jamming by
compromised users. In this section, we map resilient control
channel access to the well-studied problem of establishing se-
cure communication in wireless networks.1

A. Problem Mapping

We provide a mapping between the problem of resilient control
channel access and the problem of establishing secure commu-
nication channels in wireless networks. For the remainder of
this work, we assume that the p time slots in each period are
independent and, thus, outline the mapping for a single time
slot.

The desired mapping is constructed in the form of a bipar-
tite graph [11] with left and right node sets respectively cor-
responding to the set of users and the set of control channels.
An edge between a left and a right node exists whenever the
corresponding user has the required control channel identifier
ki� to compute the control channel location f(ki�, n). Hence,
the channel can be jammed as soon as the adversary compro-
mises a user with ki�, represented as a symmetric cryptographic
key [12]. Two left nodes joined to a common right node cor-
respond to a pair of users that share a symmetric key, thus in-
dicating that the users can establish a secure communication
channel. An adversary compromises the security of an estab-
lished channel as soon as one user with the corresponding key
ki� is compromised.

The above mapping between control channel access and se-
cure communication establishment allows the key distribution
framework in [9] to be applicable to the setting of resilient con-
trol channel access. In particular, the control channel locator
function can be implemented using a keyed cryptographic hash
function [12] as in [5], and a compromised user with a control
channel key ki� can jam any locatable control channels. Metrics
of resilience to control channel jamming can thus be defined as
a function of the key distribution scheme used to allocate con-
trol channel keys to users.

B. Random Control Channel Key Distribution

In what follows, we describe random control channel key dis-
tribution using the framework of [9]. Table 1 summarizes the
notation used throughout this work.

Let Ki = {ki0, . . . , ki(qi−1)} denote the set of qi control
channel keys used to locate the qi control channels in slot
i. The sets Ki are assumed to be pairwise disjoint. Each
user j ∈ {0, . . . , N − 1} is assigned a subset Sij ⊆ Ki

of mi control channel keys for each slot i denoted Sij =
{s(0)

ij , . . . , s
(mi−1)
ij }.2 Using the key distribution framework

in [9], the subsets Sij for each slot i can be randomly selected
from Ki while probabilistically controlling the number λ(ki�)
of subsets containing each key ki�. The variables λ(ki�) are
controlled by specifying the probability distribution Pi(λ) of

1The reader is referred to [9] for an extensive list of references.
2It is not essential that mi is the same for each user. This extension is

described and analyzed in [10].
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the variables as a parameter to the key distribution algorithm.
The only constraint on the validity of a distribution Pi is that it
yields an average µi = Nmi/qi.

The above setup thus provides a framework for random con-
trol channel key distribution. In what follows, we evaluate
probabilistic performance metrics with respect to the given
framework. The analytical results can then be used to design a
key distribution scheme for a particular application or setting.

Table 1: A summary of notation is provided for reference.
Symbol Definition

N number of users
p number of time slots
qi number of channels in slot i
Ki set of channel keys for slot i
mi number of keys in Ki per user
Sij set of Ki assigned to user j

λ(ki�) number of users with ki� ∈ Sij

Pi(λ) probability distribution of λ(ki�)
µi average of Pi(λ), equal to Nmi

qi

C set of compromised users
rj(c) resilience of j to c compromised users
r(c) average resilience over all users
ρj(c) probability j is falsely accused for |C| = c
ρ(c) average of ρj(c) over all j
d(c) delay due to jamming for |C| = c

IV. PERFORMANCE ANALYSIS

The performance of random control channel key distribution
schemes in the framework of Section III-B is evaluated with
respect to the set of compromised users C. We focus on the
average performance as a function of the number of compro-
mised users c = |C|, noting that the worst-case performance
probabilities can be derived using [10].

A. Resilience to Compromised Users

The performance of a random control channel key distribution
scheme can be evaluated in terms of the ability for a given user
to access a control channel that can not be jammed by compro-
mised users. The probabilistic metric of resilience to compro-
mised users is thus defined as follows.

Define ri
j(c) as the probability that user j can access a con-

trol channel in time slot i that is not jammed by the c compro-
mised users. This is equivalent to the probability that user j
has a control channel key in Ki that is not held by any of the c
compromised users, given by

ri
j(c) = Pr

[
Sij �

⋃
t∈C

Sit

]
= 1 − Pr

[
Sij ⊆

⋃
t∈C

Sit

]
. (1)

The resilience for user j is then defined as the probability rj(c)
that user j can access at least one control channel in the p slots
that can not be jammed by the c compromised users, given by

rj(c) = 1 −
p−1∏
i=0

(
1 − ri

j(c)
)
. (2)

The resilience can further be averaged over all users j ∈
{0, . . . , N − 1} and expressed as r(c). The intermediate step
of computing ri

j(c) is provided by Lemma 1.

Lemma 1. The probability ri
j(c) can be approximated as

ri
j(c) ≈ 1 −

mi−1∏
m=0


1 −


N − λ

(
s
(m)
ij

)
N − 1




c
 .

Proof. The probability ri
j(c) given in (1) can be written as

ri
j(c) = 1 −

mi−1∏
m=0

(
1 − Pr

[
s
(m)
ij /∈ Sit, t ∈ C

])
(3)

≈ 1 −
mi−1∏
m=0

(
1 −

∏
t∈C

Pr
[
s
(m)
ij /∈ Sit

])
. (4)

Since there are exactly λ
(
s
(m)
ij

)
users that hold the key s

(m)
ij ,

the probability that a compromised user does not hold s
(m)
ij is

Pr
[
s
(m)
ij /∈ Sit

]
=

N − λ
(
s
(m)
ij

)
N − 1

, (5)

and substitution of (5) into (4) completes the proof.3

The resilience rj(c) for user j can then be computed using
(2) and the result of Lemma 1. The average resilience for any
user in the system can then be computed using Theorem 2 as
follows.

Theorem 2. The average resilience r(c) for c = |C| compro-
mised users can be approximated as

r(c) ≈ 1 −
p−1∏
i=0

(
1 −

(
N − µi

N − 1

)c)mi

,

where µi is the expected value of λ(s(m)
ij ) according to a prob-

ability distribution Pi(λ).

Proof. The result is obtained from (2) and Lemma 1 by replac-
ing each λ(s(m)

ij ) with its expected value µi.

When qi = q and mi = m for all i, the resilience r(c) in
Theorem 2 takes the form

r(c) ≈ 1 −
(

1 −
(

N − µ

N − 1

)c)mp

. (6)

The above analysis yields the average resilience probability
taken over all sets of compromised users C such that |C| = c
and does not assume that the adversary has any knowledge
about the keys assigned to each user. If the adversary is able to
identify the set of keys assigned to each user, the worst-case re-
silience probability can be derived using the attack framework
provided in [10].

3An alternate proof can be derived by mapping the resilience of the control
channel key distribution scheme to a key distribution scheme known as the
Q-composite scheme [13] and applying the analysis of [9].
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B. Identification of Compromised Users

A desirable property of a resilient control channel access
scheme is the ability for servers to identify the set of com-
promised users in a centralized manner. Assuming the server
maintains a record of the sets Sij and can detect jamming, it
may be possible to identify the set of compromised users, re-
voke them from the system, and update the remaining users
with fresh keys. However, if all of the keys held by a valid user
are held by compromised users, the valid user may be falsely
accused and revoked from the system, characterized probabilis-
tically as follows.

Let ρj(c) be the probability that user j is falsely accused
by the centralized server when there are c compromised users.
Given that the adversary jams all accessible control channels,
the probability of false accusation is exactly the complement of
the resilience probability rj(c) for user j. Hence, the probabil-
ity ρj(c) can be approximated using the results of Lemma 1 and
Theorem 2. When qi = q and mi = m for all i, the false accu-
sation probability ρ(c) can be approximated using Theorem 2
as

ρ(c) ≈
(

1 −
(

N − µ

N − 1

)c)mp

. (7)

Given the probabilities r(c) and ρ(c) = 1−r(c), the probability
distribution of the number M(c) of falsely accused users can be
computed as a function of the number of compromised users c
as follows.

Theorem 3. The probability that M(c) = η of the (N − c)
valid users are falsely accused when there are c compromised
users is approximated as

Pr[M(c) = η] ≈
(

N − c

η

)
ρ(c)ηr(c)N−c−η.

Proof. This result follows by treating each false accusation as
a Bernoulli random variable with probability ρ(c) = 1 − r(c),
yielding the desired binomial representation.

The result of Theorem 3 can be used to evaluate further met-
rics of false accusation such as the expected number of falsely
accused users, given by the mean of the distribution, or the
probability that the c compromised users are uniquely identi-
fied, given by Pr[M(c) = 0].

C. Delay

When there are compromised users in the system and a frac-
tion of control channels are jammed, a user may have to wait
for multiple time slots before an accessible channel is avail-
able. We are thus interested in the distribution of user delay as
a function of the number of compromised users c.

With probability 1 − rj(c), every control channel that can
be located by user j is jammed, and j will never be able to
access a control channel, corresponding to an infinite delay.
However, with probability rj(c), user j will have a finite delay
of 0 to (p − 1) time slots. We thus compute the conditional
delay of user j given that the delay is finite. Suppose that a
user j /∈ C attempts to access a control channel at time n and
the next accessible control channel is not available to user j

until time n′, n ≤ n′ ≤ n + p− 1. The delay for user j at time
n is thus defined as dj(c, n) = n′−n.4 The distribution of this
user delay is characterized as follows.

Lemma 4. The probability distribution Pr[dj(c, n) = δ] of
delay for user j is given by

Pr[dj(c, n) = δ] = γrn+δ mod p
j (c)

δ−1∏
d=0

(
1 − rn+d mod p

j (c)
)

where γ is a normalization constant to ensure the probability
sums to 1 over all δ ∈ {0, . . . , p − 1}.

Proof. The probability that user j must wait δ time steps before
a channel is available is exactly the probability that there is
no channel available at times n, . . . , n + δ − 1 and there is a
channel available at time n+δ. For each n′, the probability that

there is not a channel available is
(
1 − rn′ mod p

j (c)
)

, and the

probability that there is a channel available is rn′ mod p
j (c).

When qi = q and mi = m for all i, the slot-specific re-
silience probabilities ri

j(c) for all i will be equal and the delay
distribution will not depend on n on average. The delay can
further be averaged over all users j /∈ C as d(c) as follows.

Theorem 5. The average delay d(c) when qi = q and mi = m
satisfies the probability distribution

Pr[d(c) = δ] =
r0(c)
r(c)

(
1 − r0(c)

)δ
where r0(c) is the slot-specific resilience for each of the p time
slots obtained by averaging r0

j (c) over all users j.

Proof. Since qi = q and mi = m, the slot-specific resilience
ri
j(c) is equal for all i and can be replaced in the result of

Lemma 4 by r0
j (c). Averaging over all users j /∈ C effectively

replaces each r0
j (c) with r0(c). The normalization constant

γ = 1/r(c) is computed algebraically using the fact that the
summation of Pr[d(c) = δ] is a finite geometric sum.

The results of Lemma 4 and Theorem 5 characterizing user
delay can then be used to study delay characteristics. For ex-
ample, the expected value of the delay distribution yields the
expected average delay D(c) of users in the system as a func-
tion of the number of compromised users c and is illustrated in
Fig. 2.

V. DISCUSSION

The framework in Section III-B and the performance analysis
in Section IV can be used to design control channel key dis-
tribution schemes with a variety of application- and platform-
specific details. Unlike a deterministic scheme [5], there is lit-
tle dependence between the parameters p, qi, and mi ≤ qi in a

4Note that n and n′ may exist in adjacent periods of the control channel
access scheme, corresponding to reception of distinct control packets. In most
applications this corresponds to the user obtaining a fresh control packet and,
thus, is not an issue. In special cases, missing a control packet may have a
more serious impact, but we do not address this issue.
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Figure 2: The average delay as a function of the number of compro-
mised users c is simulated for N = 100 users with mi = m = 2 keys
each out of qi = q = 8 total keys per slot. The number of slots p is
varied to illustrate delay dependence on p.

random scheme. However, various trade-offs can be identified
between the protocol efficiency or overhead and the resilience
to compromised users. Due to space limitation, we identify
these trade-offs and leave the detailed analysis for future work.

A. Varied Number of Slots

As seen in Lemma 1 and Theorem 2, an increase in the number
of time slots p will lead to an exponential improvement in the
resilience to attack. However, this leads to a linear increase
in key storage for each user and system server. In addition,
if there are a large number of compromised users, the average
delay between receiving successive control packets increases
linearly with p, as can be seen in Fig. 2.

B. Varied Number of Keys

The resilience probability given in Theorem 2 and the defini-
tion µi = Nmi/qi suggest that increasing both mi and qi by a
constant multiple a does not change µi, yielding an exponen-
tial improvement in resilience to compromised users. Hence, a
linear increase in both user and server storage leads to an ex-
ponential improvement in resilience. This also increases the
total number of control channels and, thus, increases the sys-
tem overhead. The trade-off between storage and resilience is
illustrated in Fig. 3.
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Figure 3: The resilience probability r(c) in (6) is evaluated via sim-
ulation for N = 100 users in a system with p = 4 time slots. The
values mi = m and qi = q are scaled such that m/q is constant, il-
lustrating the improvement in resilience r(c) as key storage increases.

VI. CONCLUSION

In this work, we showed that the problem of resilient control
channel access under jamming can be mapped to the problem
of establishing secure communication channels. In order to en-
sure graceful performance degradation, we proposed the use of
random key distribution for resilience to control channel jam-
ming. We evaluated the performance metrics of resilience to
compromised users, identification of compromised users, and
delay due to jamming as a function of the number of compro-
mised users. We also discussed various trade-offs between re-
silience and resource efficiency that arise from the flexibility
resulting from random key distribution. Our future work will
consider an intelligent adversary making use of selective jam-
ming to avoid identification and revocation from the system.
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