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● Zigbee networks can be found in a wide range of 
smart environments with low-power IoT devices, 
but they remain largely unmonitored

● There are no robust open-source software tools to 
continuously monitor Zigbee traffic for potential 
security issues
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● Without an appropriate network security 
monitoring system, several types of attacks 
against Zigbee networks can go undetected

● We designed HiveGuard to provide archiving, 
aggregation, inspection, visualization, and alert 
services for Zigbee traffic
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● We developed detection rules for attacks against 
centralized Zigbee networks that can be launched 
by an outside attacker

● We developed an energy depletion attack 
against battery-powered Zigbee devices that 
improves upon the attack that Cao et al. 
presented (DOI: 10.1109/JIOT.2016.2516102)

https://doi.org/10.1109/JIOT.2016.2516102
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Proof-of-Concept Implementation
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● It will be available as the attack with ID 13

● https://github.com/akestoridis/atusb-attacks

https://github.com/akestoridis/atusb-attacks
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● Our HiveGuard prototype implementation has 
been organized into three repositories

● https://github.com/akestoridis/hiveguard

● https://github.com/akestoridis/hiveguard-backend

● https://github.com/akestoridis/hiveguard-frontend

https://github.com/akestoridis/hiveguard
https://github.com/akestoridis/hiveguard-backend
https://github.com/akestoridis/hiveguard-frontend
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● We wrote our WIDS sensor software on top of 
Zigator and we extended Scapy to dissect 
certain Zigbee packets

● https://github.com/akestoridis/zigator/commit/856
5e6fd26cc3c2ac457c4a467c184297eb51e94

● https://github.com/secdev/scapy/commit/6ad83c5
13648fc1b4199a4b2d7b74b8a8c2ae0ce

https://github.com/akestoridis/zigator/commit/8565e6fd26cc3c2ac457c4a467c184297eb51e94
https://github.com/akestoridis/zigator/commit/8565e6fd26cc3c2ac457c4a467c184297eb51e94
https://github.com/secdev/scapy/commit/6ad83c513648fc1b4199a4b2d7b74b8a8c2ae0ce
https://github.com/secdev/scapy/commit/6ad83c513648fc1b4199a4b2d7b74b8a8c2ae0ce
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● We conducted four experiments in order to test 
HiveGuard against our energy depletion attack

● We used two Raspberry Pis, each of which was 
equipped with an ATUSB, as our WIDS sensors

● Our dataset of captured Zigbee packets will be 
available at https://crawdad.org/

https://crawdad.org/
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● We depleted the energy of four commercial 
Zigbee devices, each powered by a 3-volt 
CR2450 lithium battery, in less than 16 hours

● HiveGuard successfully generated an alert for 
each launched attack during our experiments
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● We built a distributed system, called HiveGuard, 
to monitor the security of Zigbee networks

● We developed an energy depletion attack 
against battery-powered Zigbee devices to test 
our prototype's monitoring capabilities
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● Our experiments show that it is possible for an 
outside attacker to completely deplete the 
energy of four commercial Zigbee devices in a 
relatively short amount of time

● We are publicly releasing our source code and 
our captured packets to enable others to use 
them for their own projects


